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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA
UNITED STATES OF AMERICA,
.-
ZACARIAS MOUSSAOUI,
Criminal No. 01-455-A

Defendant,

ALL PLAINTIFFS NAMED IN 21 MC 97,
21 MC 101, AND 03 CV 9849,

Movants-Intervenors.:

GOVERNMENT' S MEMORANDUM OF LAW IN OPPOSITION TO MOTION OF
PUTATIVE INTERVENORS FOR ACCESS TO CERTAIN PORTIONS OF THE RECORD

The United States of America (the “Government”) respectfully
submits this memorandum of law in opposition to the motion filed
by plaintiffs in the consolidated civil litigation pending in the
Southern District of New York arising out of the events of
September 11, 2001 (collectively, the “Movants”), seeking access
to sensitive aviation security information (“Sensitive Security
Information” or “SSI”) used or produced to defendant’s counsel in
this criminal proceeding.

The Movants improperly seek relief from this Court from
decisions made by the Transportation Security Administration
("TSA”) regarding access to SSI. The Movants have sought to
obtain SSI in discovery in the September 11 Litigation, but TSA,
applying a nationwide policy of nondisclosure of SSI in civil

litigation, has denied them such access and issued final orders



to that effect. As the Movants well know, TSA’s final orders are
subject to review only in an appropriate court of appeals,
pursuant to 49 U.S.C. § 46110, and, in fact, the Movants have
filed petitions for review of those orders in two Courts of
Appeals.

The Movants’ attempt to obtain SSI through this proceeding
constitutes an end-run around the exclusive jurisdiction of the
Court of Appeals. Not only does this Court lack jurisdiction to
rule on TSA’s SSI determinations under 49 U.S.C. & 46110, but a
ruling by this Court would improperly interfere with the
jurisdiction of the courts before which the petitions for review
are pending. In any event, none of the bases offered by the
Movants for obtaining access to SSI produced in discovery in this
case has any merit. ©Neither the Crime Victims Rights Act, nor
prior proceedings in this case, nor the fact that the defendant’s
counsel has had access to SSI for purposes of the defense, gives
the Movants any right of access to SSI or any basis for
disregarding the exclusive jurisdiction of the Court of Appeals.

STATEMENT OF FACTS

A. TSA’s Statutory and Regulatory Duty to Protect
Sensitive Security Information

To improve the security of the nation’s aviation system
following the tragic events of September 11, 2001, Congress
passed the Aviation and Transportation Security Act (“ATSA”), by
which it created the TSA and charged it with oversight of
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security for the nation’s transportation systems, including
commercial aviation. ATSA, Pub. L. No. 107-71, § 101, 115 Stat.
597, 597-604 (2001). Subsequently, Congress transferred TSA to
the newly created U.S. Department of Homeland Security (“DHS”),
whose primary mission is to “prevent terrorist attacks within the
United States, . . . [and] reduce the vulnerability of the United
States to terrorism.” Homeland Security Act of 2002, Pub. L. No.
107-296, § 101(b) (1), 116 Stat. 2135, 2142 (2002).

As part of ATSA, and again under the Homeland Security Act,
Congress directed TSA, as it had previously directed the Federal
Aviation Administration (“FAA”), to “prescribe regulations
prohibiting the disclosure of information obtained or developed
in carrying out [civil aviation] security . . . if [TSA] decides
that disclosing the information would . . . be detrimental to the
security of transportation.” 49 U.S.C. § 114(s) (formerly
codified at 49 U.S.C. § 40119(b) (1) (C)). 1In accordance with this
statutory directive, TSA reissued regulations previously
promulgated by the FAA, prohibiting disclosure of SSI. See 49
C.F.R. Part 1520.!

Consistent with the statute, the regulations describe SSI as
“information obtained or developed in the conduct of security

activities . . . the disclosure of which TSA has determined would

' The regulations were subsequently amended in May 2004.

69 Fed. Reg. 28066 (May 18, 2004).
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[ble detrimental to the security of transportation.” 49
C.F.R. § 1520.5(a) (3). The regulations set forth a non-exclusive
list of information and records constituting SSI, including,
among others, the following categories of SSI:

. any approved, accepted, or standard security plan
for airport operators or air carriers;

. Security Directives and Information Circulars
issued by FAA or TSA to airport operators or air

carriers;

. any selection criteria used in any security
screening process;

. any security contingency plan;

. technical specifications of any device used for
the detection of weapons;

. specific details of aviation security measures;
and
. the locations at which particular screening

methods or equipment are used.
49 C.F.R. § 1520.5(b). The regulations provide that SSI also
consists of “[alny information not otherwise described . . . that
TSA determines is SSI under 49 U.S.C. 114(s).” 49 C.F.R.
§$ 1520.5(b) (16) .

The need to protect SSI stems primarily from the extent to
which this information, if compromised in whole or in part, would
reveal systemic vulnerabilities of the transportation system or
of specific transportation facilities that would make it more
likely for terrorists to succeed in their attacks and, therefore,

make such attacks more likely to be attempted and more difficult



to prevent. Declaration of Beth E. Goldman (“Goldman Decl.) EXx.
A at tab A 9 5. Thus, disclosure of SSI is generally restricted
to those persons with an operational need to know the
information, such as air carriers and airport operators who are
charged by law with certain aviation security functions. 49
C.F.R. §§ 1520.11, 1520.15(a). Members of the public, including
civil litigants and their attorneys who do not come within the
regulatory need-to-know category, are barred from gaining access
to SSI. See 49 C.F.R. §§ 1520.9(a), 1520.11(a); Goldman Decl.
Ex. A at tab A q 6.

B. The Government’s Intervention in the September 11
Litigation Pending in New York

Under the Air Transportation Safety and System Stabilization
Act, Pub. L. No. 107-42, § 408(b) (3), 115 Stat. 230, 241 (2001),
the United States District Court for the Southern District of New
York has original and exclusive jurisdiction over all actions
brought for any claim (including any claim for loss of property,
personal injury, or death) resulting from or relating to the
terrorist-related aircraft crashes of September 11, 2001.
Accordingly, all wrongful death, personal injury, property damage
and business loss claims arising out of the September 11
terrorist attacks, other than claims against alleged terrorists,

have been brought and are pending in New York before the



Honorable Alvin K. Hellerstein (the “September 11 Litigation”).?

In June, 2002, the United States, on behalf of TSA, moved to
intervene in the September 11 Litigation for the purpose of
enforcing federal statutory and regulatory non-disclosure
requirements governing SSI. Goldman Decl. 9 2. 1In a report
dated February 2004, TSA advised Judge Hellerstein that following
the September 11 attacks, TSA had determined that it was in the
best interests of the traveling public to restrict, to the
greatest extent possible, the dissemination of any SSI that could
be used to thwart security countermeasures by those intent upon
committing criminal acts against civil transportation. Second
Report of the Transportation Security Administration Regarding
SSI-Related Discovery (“TSA Report”) at 6 (attached to Goldman
Decl. as Ex. A). Accordingly, TSA advised that, since September
11, 2001, TSA had not authorized access to SSI for civil
litigants or their counsel who did not otherwise have a
regulatory need to know. TSA Report at 7-8.

TSA further advised that its consistent nationwide policy

2 On July 24, 2002, Judge Hellerstein consolidated all
actions for wrongful death, personal injury and property damage
or business loss under master docket 21 MC 97 (AKH). In an order
dated March 10, 2005, the court transferred the majority of the
property damage and business loss actions to a new master docket,
21 MC 101 (AKH). See http://www.nysd.uscourts.gov/
Septlllitigation.htm. The Movants here represent all plaintiffs
in those consolidated actions, as well as plaintiffs in Burnett
v. Al Bakara Inv. & Dev. Corp., 03 Civ. 9849 (RCC) (S.D.N.Y.), in
which plaintiffs have brought claims against alleged terrorists
and sponsors of terrorism.




was to deny any requests for exceptions to the policy of non-
disclosure of SSI in civil litigation. TSA Report at 8-9. With
respect specifically to the September 11 Litigation, the Report
explained that TSA had carefully considered less restrictive
alternatives to its strict non-disclosure policy, including the
possibility of limited disclosure of SSI to attorneys who had
undergone a clearance procedure. Id. at 12. TSA determined,
however, in its expert judgment, that even limited, conditional
disclosure of SSI would be detrimental to transportation
security. Thus, plaintiffs in the September 11 Litigation were
not granted an exception to the non-disclosure policy. Id. at
7-8, 12.

Instead, as provided in TSA regulations, TSA committed to
reviewing documents requested from the aviation defendants in
discovery for the purpose of segregating non-SSI from SSI, where
practicable. Id. at 10. TSA subsequently completed its review
of certain “first wave” discovery documents and authorized the
release of documents that did not contain SSI. Goldman Decl.
3. Plaintiffs later sought disclosure of certain “second wave”
documents, which consisted of more than 20,000 pages, all of
which were reviewed by TSA to ensure that all non-SSI material
was authorized for release in the litigation. Id. 9 4. The
documents were carefully reviewed on a line-by-line basis by

agency security experts and redacted, where possible, for



release. Goldman Decl. Ex. C at 1-2. Even a cursory review of
TSA’s SSI determinations in the September 11 Litigation
demonstrates that the Movants’ assertion that “TSA has sought to
prevent the discovery of all documents by declaring everything
SSI,” Memorandum in Support of Motion for Access to Certain
Portions of the Record (“Mem.”) at 3, is wildly inaccurate. See
Goldman Decl. Ex. C.

In November 2005, plaintiffs in the September 11 Litigation
asked TSA to reconsider its decision regarding non-disclosure of
SSI, or alternatively, if TSA did not change its position, to
issue final, appealable orders with respect to the first and
second waves of discovery.

C. TSA’s Final Orders

On February 7, 2006, the Administrator of TSA issued a final
order (“February 7 Order”) (attached to Goldman Decl. as Ex. B)
with respect to various requests, by both plaintiffs and
defendants, for conditional disclosure of SSI in the litigation.’
Plaintiffs in the September 11 Litigation had requested that a
small group of attorneys be granted access to SSI under a
protective order. February 7 Order at 2. The February 7 Order

expressly denied that request, noting that “consistent with its

3 We note that TSA attorney Carla Martin has not worked on

the September 11 Litigation since March 2004. Goldman Decl. § 8.
She had no involvement whatsoever in TSA’s issuance of Final
Orders in connection with the September 11 Litigation. Id.
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goal to reduce significantly the number of persons with access to
SSI, since September 11, 2001, TSA has denied all requests to see
SSI by civil litigants and/or their attorneys who do not
otherwise have a need to know, as defined in 49 C.F.R. Part
1520.” 1Id. at 4. The Order further reiterated that TSA has
“carefully considered less restrictive alternatives to its non-
disclosure policy and has given particular thought to the
suggestion of a limited disclosure of SSI in thle] litigation to
those attorneys who have undergone a clearance procedure.” Id.
However, “in the current threat environment, extending SSI access
to persons who need access to it only for civil litigation
purposes cannot be Jjustified, and it is [the TSA Administrator’s]
judgment that disclosure, even under controlled conditions,
presents a risk to transportation security.” Id. at 5.
Accordingly, TSA denied the requests for conditional disclosure
of SST under 49 C.F.R. § 1520.15(e) because the TSA Administrator
“did not find that such disclosure would not be detrimental to
transportation security.” Id. The Order expressly provided that
persons disclosing a substantial interest therein could file a
petition for review under 49 U.S.C. § 46110 in an appropriate
U.S. Court of Appeals. Id.

On March 17, 2006, TSA issued a second final order, covering
the designations by TSA of SSI in the “second wave” of discovery

(*March 17 Order”) (attached to Goldman Decl. as Ex. C). The



Order explained that TSA security experts had carefully reviewed
the 20,000 pages of submitted documents for the purpose of
identifying SSI and redacting the documents to delete SSI where
possible. March 17 Order at 1. The Order also explained that
TSA “paid particular attention to identifying any older
information that no longer needed to be protected.” Id. at 2.
However, “while some aspects of the security programs in effect
as of September 11, 2001, have been superceded by new measures,
significant elements of the programs remain in effect, or have
been modified only subtly, and thus release today of information
pertaining to those programs could compromise transportation
security.” Id. Accordingly, the Order continued, “the date of a
particular communication or directive reveals little about the
sensitivity of the information therein.” Id. Like the February
7 Order, the March 17 Order provided that any person with a
substantial interest in the order could file a petition for
review in an appropriate U.S. Court of Appeals. Id. at 3.°
Plaintiffs have filed numerous petitions for review of both
the February 7 and March 17 orders in the U.S. Court of Appeals
for the Second Circuit. Goldman Decl. 9 7. The first of
plaintiffs’ petitions was filed on March 20, 2006, and plaintiffs

continue to file additional petitions for review in the Second

* An additional final order with respect to the “first

wave” discovery documents is forthcoming. Goldman Dec. {1 4.
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Circuit. Id. Numerous defendants have petitioned for review of
both final orders in the D.C. Circuit. Id. On April 3 and 5,
2006, certain plaintiffs also filed petitions for review in the
D.C. Circuit. 1Id. The petitions for review will ultimately be
consolidated for review in either the Second or the D.C. Circuit
in accordance with 28 U.S.C. § 2112.

D. Use of Sensitive Security Information in This Case

1. The Protective Order Governing SSI

On June 11, 2002, this Court entered a Protective Order for
Sensitive Aviation Security Information (“Protective Order”),
which has governed the use and handling of SSI in this case. In
the Protective Order, the Court made several findings with regard
to SSI, including that unauthorized disclosure of SSI materials
produced in discovery in this case “would be detrimental to the
safety of passengers in air transportation.” Protective Order at
1. The Court ordered that defense counsel may not disclose to
the defendant any material provided by the Government in
discovery that has been designated as SSI. Id. at 2.

The Court also imposed several other restrictions on the use
of SSI in this case. The Court ordered that “any papers filed
with the Court involving, discussing, attaching, including or
referring to the contents of[] any SSI material shall be filed
under seal and shall not be served on defendant.” Id. Further,

under the Protective Order, defense counsel “shall not use or

11



disclose any SSI material at trial or in any hearing or other
proceeding absent further order of the Court.” 1Id. at 3.

2. SSI Used at Trial

Although Security Directives (“SDs”) are considered
categorical SSI by regulation, 49 C.F.R. § 1520.5(b) (2), in
response to a joint request from Government counsel and defense
counsel, the Deputy Administrator of TSA determined that nine SDs
could be released in redacted form for use in the public trial
proceeding, pursuant to 49 C.F.R. § 1520.5(b). See Determination

Regarding Redacted Security Directives for Use in United States

v. Moussaoui (“TSA Determination Regarding SDs”) (attached to

Goldman Decl. as Ex. D). Specifically, TSA determined that

[tlhe compelling interests at stake in United States V.
Moussaoui, which include both the federal government’s
interest in combating and prosecuting terrorism and the
protection of the defendant’s constitutional rights,
warrant a narrow exception to the categorical
designation of Security Directives as SSI.

Accordingly, TSA has redacted the nine Security
Directives for use in the public trial proceeding. In
the unusual circumstances presented, I determine that
the release of such a limited amount of information
will not be detrimental to transportation security.

Accordingly, pursuant to 49 C.F.R. § 1520.5(b), TSA authorized
the use of the nine Security Directives, as redacted, in this
trial proceeding. Id.

Decisions regarding redaction of the nine Security
Directives were made by security experts at TSA. See Mar. 21,

2006 Tr. at 27-29, 37-38. Although Carla Martin participated in
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this process, as Assistant United States Attorney David Novak
advised the Court previously, she did not make substantive
decisions regarding redaction of these documents. Id. at 37-38.
On March 22, 2006, the Government introduced five of the
nine redacted SDs into evidence, as well as a videotape of a
security checkpoint at the Dulles Airport on September 11, 2001.
See Mar. 22, 2006 Tr. at 1810 (Ex. 0G-105), 1819 (Ex. G-106),
1825 (Ex. 0G-107), 1828 (Ex. 0G-111), 1832-33 (Ex. 0G-110), 1854
(Ex. NT00211). Although portions of these exhibits were
published to the jury during the testimony of Robert Cammaroto,

they were not fully published to the jury. See id. Pursuant to

the Fourth Circuit’s decision in In re Associated Press, No. 06-

1301, 2006 WL 752044 (4th Cir. Mar. 22, 2006), as implemented by
this Court, the exhibits will not be provided to the press until
after the verdict. See 2006 WL 752044, at *3 (denying writ of
mandamus to the extent petitioners sought access to any
documentary exhibit that had been admitted into evidence but not
yet fully published to the jury); Mar. 22, 2006 Tr. at 1788-89
(“If you don’t show it to the jury in its entirety, the media
doesn’t have a right to it, but the Fourth Circuit has taken the
position that if you have shown it to the jury, then the public
has seen it, and the public now has the right to access to it
even if the jury wouldn’t have it until they deliberate.”); see

also Order dated Mar. 24, 2006 (trial counsel must arrange for

13



public availability of all unclassified documentary exhibits
admitted into evidence and published in their entirety to the
jury no later than 10 a.m. on the business day immediately
following the day the exhibit was fully published to the jury).
ARGUMENT
POINT I
THE MOVANTS ARE ENTITLED TO ACCESS TO DOCUMENTARY EXHIBITS USED
PUBLICLY AT TRIAL, BUT ONLY TO THE EXTENT AVAILABLE TO THE MEDIA
INTERVENORS

The Movants seek “immediate and identical access to all
documentary evidence ordered to be released to the Media-
Intervenors pursuant to the Fourth Circuit’s Order dated March
23, 2006.” Mem. at 4. Prior to the filing of the instant
motion, however, counsel representing TSA advised liaison counsel
for both plaintiffs and defendants in the September 11 Litigation
that TSA would provide to the parties in that case copies of any
redacted SDs used publicly in this trial. See Goldman Decl.

9 10. Because TSA has agreed to provide counsel with these
documents, the Court need not order the reguested relief.

The Movants also seek access to “any and all documentary
exhibits which have been admitted into evidence but which have
not yet been fully published to the jury,” Mem. at 6, but such
relief is foreclosed by the Fourth Circuit’s decision. 1In its
decision, the Court of Appeals expressly endorsed this Court’s

determination that, with respect to exhibits not fully published
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to the jury, “the administrative burdens, to the court and to the
parties, associated with requiring piecemeal access to partially
admitted exhibits justify a refusal to provide access to admitted
exhibits until they have been fully published to the jury.” In

re Associated Press, 2006 WL 752044, at *3. The administrative

burdens of piecemeal access apply equally to the Movants as to
the press. Indeed, the press arguably has even greater need for
immediate access to documentary exhibits for purposes of
reporting on the trial, whereas the Movants seek access to such
documents for purposes of a civil litigation in which there are
no immediate deadlines requiring access to the documents.’®
Likewise, documents that have been sent to the jury room but
not fully published in open court, see Mem. at 6, are not
required to be provided to the Media Intervenors, nor to the

Movants herein, at this time. See In re Associated Press, 2006

WL 752044, at *3 (noting that “Petitioners are not entitled to
access which has not been granted to the public at large”). The
Movants offer no basis to provide them with greater or more
immediate access to documentary exhibits than that granted to the

press in the Fourth Circuit’s decision, and the Court accordingly

5 In an Order issued on March 31, 2006, Judge Hellerstein

adjourned depositions in the case until May, and indicated that
he would entertain a motion for a stay of the Order to allow TSA
or any other party to appeal certain rulings with regard to the
protocol for handling SSI at depositions. See In _re September 11
Litigation, 2006 WL 846346, at *10 (S.D.N.Y. Mar. 31, 2006).

15



should deny the Movants’ redquest.

POINT II

THE MOVANTS ARE NOT ENTITLED TO SENSITIVE SECURITY
INFORMATION PRODUCED TO DEFENSE COUNSEL

A. The Courts of Appeals Have Exclusive Jurisdiction
To Consider Challenges to TSA’s Final Orders

Under 49 U.S.C. § 46110, “a person disclosing a substantial
interest in an order” issued by TSA pursuant to 49 U.S.C.

§ 114 (s) may apply for review of the order by filing a petition
for review in the U. S. Court of Appeals for the District of
Columbia Circuit or in the court of appeals in which the person
resides or has its principal place of business. 49 U.S.C. §
46110(a). The court of appeals in which the petition is filed
has “exclusive jurisdiction to affirm, amend, modify, or set
aside any part of the order.” 49 U.S.C. § 46110(c) (emphasis
added) .

TSA’s final orders determining that plaintiffs in the
September 11 Litigation will not be granted an exception to the
regulatory policy of non-disclosure of SSI in civil litigation
and designating certain information as SSI were issued pursuant
to 49 U.S.C. § 114(s), and thus fall squarely within the purview
of Section 46110. Goldman Decl. Exs. B-C. To the extent review
of TSA’s SSI determinations is available, see 5 U.S.C.

§ 701 (a) (2) (judicial review precluded where agency action

committed to agency discretion by law), such review lies
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exclusively within the province of the Court of Appeals, and this
Court therefore lacks jurisdiction to entertain a challenge to

TSA’s orders. See Gilmore v. Gonzales, 435 F.3d 1125, 1133 (9th

Cir. 2006) (district court lacked jurisdiction to hear challenges
to identification policy embodied in TSA final order); Chowdhury

v. Northwest Airlines Corp., 226 F.R.D. 608, 614 (N.D. Cal. 2004)

(“Congress has expressly provided that an appeal from an order of
the TSA pursuant to section 114(s) (non-disclosure of certain
information) lies exclusively with the Court of Appeals.”). To
the extent any party to the September 11 Litigation seeks
judicial review of TSA’s final orders, they must, as they have,
file petitions for review in the appropriate Courts of Appeals.
The Movants seek to obtain from this Court precisely what
was denied by TSA in its February 7 Final Order -- namely, an
exception to TSA’s nationwide policy of non-disclosure of SSI in
civil litigation. Not only is this Court without jurisdiction to
consider any challenge to that final order under 49 U.S.C.
§ 46110, as set forth above, this Court also may not impair the
jurisdiction of the Court of Appeals by taking action that would
interfere with the Court of Appeals’ ability to resolve the

matters before it. See Telecomms. Research Action Ctr. v. FCC,

750 F.2d 70, 78-79 (D.C. Cir. 1984) (“where a statute commits
review of agency action to the Court of Appeals, any suit seeking

relief that might affect the Circuit Court’s future Jjurisdiction

17



is subject to the exclusive review of the Court of Appeals”); In
re FCC, 217 F.3d 125, 139 (2d Cir. 2000) (exclusive jurisdiction
in court of appeals extends to “collateral attacks”); United

States v. Any & All Radio Station Transmission Equip., 207 F.3d

458, 463 (8th Cir 2000) (party cannot do “end run” by challenging
regulations in district court that are properly challenged
exclusively in court of appeals). The Court should therefore
deny the Movants’ request to obtain the SSI produced to
defendant’s counsel in discovery in this case, as contrary to the
statutory scheme granting the Courts of Appeals exclusive
jurisdiction to review TSA’s final orders.

B. The Movants Have No Right of Access to SSI
Produced to Defense Counsel

In any event, the Movants have not established that they
have any entitlement to obtain SSI in the context of this

criminal proceeding.® The Movants’ contention that there has

6 As articulated in their brief, the Movants’ request for

access to “any documentary evidence provided by the Government to
attorneys representing Defendant Moussaoui,” Mem. at 6, is so
broad as to encompass classified national security information,
to which the Movants plainly would have no right of access. Cf.
Order dated Mar. 24, 2006 at n.l (exempting classified exhibits
from Order requiring public availability of documentary exhibits
that have been admitted into evidence and fully published to the
jury). The Movants’ motion, however, is limited to documentary
evidence provided to defense counsel “pursuant to the Protective
Order For Sensitive Aviation Security Information entered by this
Court on June 11, 2002.” Motion for Access to Certain Parts of
the Record at 5. The Government accordingly construes the
Movants’ request as a request for disclosure of SSI produced to
defense counsel in discovery in this proceeding.
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been “unacceptable collusion between the TSA and the attorneys
representing the airline defendants,” Mem. at 2, is wholly
unfounded. Regardless of Ms. Martin’s conduct in connection with
this case, Ms. Martin has not participated in the September 11
Litigation since March 2004, and she had no involvement
whatscever in the Final Orders issued on February 7, 2006, and
March 17, 2006, which embody TSA’s final determinations with
regard to the litigation. See Goldman Decl. 9 8. Moreover,
defendants as well as plaintiffs in the September 11 Litigation
have filed petitions for review of TSA’s Final Orders. Id. 1 7.
The Movants’ claim that Ms. Martin’s email communications with
two attorneys for the aviation defendants “illustrate the lengths
the TSA is going to in an effort to prevent the Movants from
obtaining access to these documents,” Mem. at 3, is thus entirely
without basis.

The Movants’ reliance on Mr. Novak’s comments at the March
21, 2006 evidentiary hearing, Mem. at 3, is equally misplaced.
On that date, Mr. Novak expressed the view that as to specific
SDs from 1995 through 1998 relating to the Bojinka plot and
Khalid Sheikh Mohammed, “there can’t be a threat to ongoing
airline security, because the guy’s captured.” Mar. 21, 2006 Tr.
at 36-37. As a threshold matter, by statute, Congress entrusted
TSA with sole authority to determine when disclosure of aviation

security information would be detrimental to transportation
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security. See 49 U.S.C. § 114(s). Pursuant to 49 C.F.R.
§ 1520.5(b) (2), moreover, Security Directives constitute SSI
unless otherwise provided in writing by the TSA. TSA has

explained:

Security Directives are one of the primary means by
which the federal government mandates aviation security
measures: when TSA determines that additional security
measures are necessary to respond to a threat
assessment or to a specific threat against civil
aviation, it issues a Security Directive setting forth
mandatory measures to be followed by airport and
aircraft operators. See 49 U.S.C. §§ 1542.303,
1544.305. The criticality of these documents warrants
their categorical designation as SSI.

TSA Determination Regarding SDs.’

Because of the unique circumstances of this case, including
both the federal government’s interest in combating and
prosecuting terrorism and the protection of the defendant’s
constitutional rights, TSA determined that a narrow exception to
the categorical designation of Security Directives as SSI was

warranted. See id. The limited disclosure of S8SSI authorized in

this case, however, in no way alters or undermines TSA’s overall

regulatory policy regarding SDs or other SSI. Indeed, TSA’s

7 The congressional conference report cited by the

Movants, Mem. at 3 (citing H.R. Conf. Rep. 109-241 (Sept. 17,
2005)), is inapposite. The report, which directs DHS’ Office of
Security “to ensure the Department’s classified and security
sensitive documents clearly identify, paragraph-by-paragraph,
which paragraphs contain classified information and which do
not,” H.R. Conf. Report 109-241, at 37, has no bearing on TSA’s
regulatory determination that SDs constitute SSI in their
entirety.
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determination to authorize release of redacted SDs in this case
was based, in significant part, on the limited nature of the
release. See id. (finding that “release of such a limited amount
of information will not be detrimental to transportation
security”). It does not follow that the substantial amount of
SSI produced to defense counsel in discovery in this case should
be turned over to the Movants.

Further, Mr. Novak’s comments at the March 21, 2006
evidentiary hearing were directed to specific SDs that the
Government sought to use at trial; he did not call into question
TSA'"s general regulatory policy of designating Security
Directives as categorical SSI. See Mar. 21, 2006 Tr. at 36-37.
To the contrary, the Government’s counsel has been scrupulous
about protecting SSI from public disclosure in this case, as
evidenced by the Protective Order that counsel requested the
Court to enter.

As both Mr. Cammaroto and Mr. Novak noted, moreover, in
determining what security countermeasures to mandate in a
Security Directive, the FAA (prior to September 11, 2001) and now
TSA consider what security measures have worked, or not worked,
in the past. See id. at 21 (“Then we would also look back
historically at security directives or emergency amendments that
we’d issued previously where the measures had proven successful

or something that might give us a hint as to what would better
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address the situation at hand.”); id. at 36 (AUSA Novak noting
that “you would turn to what was in the past, as Mr. Cammaroto
said, and use that as a road map as to what you would affix here
in the future”); Mar. 22, 2006 Tr. at 1801 (Cammaroto trial
testimony that “[w]e had histcrical SDs that we had issued
previously, because these were issued very frequently or modified

very frequently, so we had quite a library of them”); id. (“O.

When you talk about -- you said you had a library of them. You
keep the old ones handy so you can take a look at them to see
what you can use from the past, to kind of cut and paste and use
in a current situation?” “A. Yes, sir, that’s correct.”).

This is the principal basis for TSA’s policy that “only if a
security countermeasure is obsolete, in that it will not be
revived and therefore reveals nothing about current or future
security countermeasures, or if security intelligence is
overtaken by events, will information lose its S$SI protection and
be released publicly.” March 17 Order at 2. As TSA explained
when issuing its current SSI regulations:

Normally, the passage of time or the updating of

security procedures or measures does not affect the SSI

status of superceded security procedures. In most

cases, key elements of the superseded procedures are

carried forward or otherwise reflected in new

procedures. In addition, where TSA rescinds a Security

Directive because the particular threat it addresses

has receded, TSA may reinstitute the security measures

described in the directive to address threats that may

arise in the future. Therefore, improper disclosure of

the superseded or rescinded procedures would continue
to be detrimental to transportation security.
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See 69 Fed. Reg. at 28072. For all of these reasons, the
Movants’ claim that TSA has improperly designated Security
Directives as categorical SSI, see Mem. at 3, is unavailing.

The Movants’ sweeping assertion that victims of crime are
entitled to access to documents produced in discovery to criminal
defendants, see Mem. at 6-8, also fails. Neither the Crime
Victims’ Rights Act (“CVRA"), 18 U.S.C. § 3771, nor the Virginia
Victims’ Rights Statute, Va. Stat. § 19.2-265.01, on which the
Movants rely, Mem. at 7, grants any such entitlement. Those
statutes afford victims of crime certain rights, including a
right of access to public court proceedings. They do not,
however, grant any right of access to documents produced in

discovery pursuant to a Protective Order, much less documents the

disclosure of which is prohibited by federal law. ee 18 U.S.C.
§ 3771 (a) (listing rights of crime victims, which do not include
any right of access to documents). Nor does the CVRA’s provision

of a general “right to be treated with fairness and with respect
for the victim’s dignity and privacy,” 18 U.S5.C. § 3771(a) (8),
cited in Mem. at 7-8, create any right of actien to obtain
discovery materials in a criminal proceeding or otherwise trump
the statutory and regulatory prohibition on disclosure of SSI.
Finally, the Movants’ claim that “[t]here is simply no
compelling reason” why the defendant’s counsel should be granted

access to SSI when they are not, Mem. at 8, fails to appreciate
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that the defendant in this case has a constitutional and
statutory right to obtain (through his counsel) certain
information in discovery, see Fed. R. Crim. P. 16; Brady v.
Maryland, 373 U.S. 83 (1963); cf. also Protective Order at 2
(finding that any discovery value of SSI material under Brady and
Rule 16 “is substantially satisfied by production to defense

counsel”), that civil litigants do not have, see Chowdhury, 226

F.R.D. at 610-15 (SSI subject to statutory privilege and thus not
available in civil discovery). The Government was required to
produce SSI to defense counsel or else forego prosecution and
allow the defendant to escape punishment for his crimes.

There is a substantial difference, moreover, between TSA’s
authorization of disclosure of SSI in a criminal proceeding that
the Government may choose to bring on behalf of the people of the
United States, and the disclosure of SSI in an unlimited number
of civil actions to which the Government is not a party and over
which it has no control. TSA’s determination not to authorize
conditional disclosure of SSI to the Movants and other parties in
the September 11 Litigation is consistent with the position taken
by TSA in every civil litigation since September 11, 2001, in
which SSI has been at issue. February 7 Order at 4. While TSA
is sensitive to the impact of its security decisions on the
Movants, and has expended substantial effort to minimize that

impact, TSA ultimately determined that disclosure of SSI in the
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September 11 Litigation would be detrimental to transportation
security. See id. That determination is subject to exclusive
review in the appropriate Court of Appeals and should not be
disturbed by this Court.
CONCLUSION
For the foregoing reasons, the Court should deny the
Movants’ request for relief.

Dated: Arlington, Virginia
April 5, 2006

Respectfully,

CHUCK ROSENBERG
United States Attorney

By: /s/

Robert A. Spencer

David J. Novak

David Raskin

Assistant United States Attorneys

Beth E. Goldman

Sarah S. Normand

Assistant United States Attorneys
Southern District of New York
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Terrorism Litigation Counsel
U.S. Department of Justice
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA

___________________________________ %
UNITED STATES OF AMERICA,
-v. -
ZACARIAS MOUSSAQUI,
Criminal No. 01-455-A
Defendant,
DECLARATION OF
BETH E. GOLDMAN
ALL PLAINTIFFS NAMED IN 21 MC 97,
21 MC 101, AND 03 CV 9849,
Movants-Intervenors.:
___________________________________ x

BETH E. GOLDMAN declares, pursuant to the provisions of
28 U.5.C. § 1746, as follows:

1. I am an Assistant United States Attorney in the
Office of Michael J. Garcia, United States Attorney for the
Southern District of New York. I am one of the attorneys
representing the United States in the consolidated September 11
Litigation, 21 MC 97 and 21 MC 101, pending in the Southern
District of New York before the Honorable Alvin K. Hellerstein.
I submit this declaration in opposition to the motion of putative
intervenors -- plaintiffs in the September 11 Litigation =--
seeking access, among other things, to sensitive security
information produced to defendants’ counsel in this case. I make
this declaration based on personal knowledge and information

provided to me in the conduct of my official duties.



The September 11 Litigation

2. In June, 2002, the United States, on behalf of the
Transportation Security Administration (“TSA”), moved to
intervene in the September 11 Litigation for the purpose of
enforcing federal statutory and regulatory non-disclosure
requirements governing SSI. 1In a report dated February 2004, TSA
advised Judge Hellerstein that following the September 11
attacks, TSA had determined that it was in the best interests of
the traveling public to restrict, to the greatest extent
possible, the dissemination of any SSI that could be used to
thwart security countermeasures by those intent upon committing
criminal acts against civil transportation. A copy of the Second
Report of the Transportation Security Administration Regarding
SSI-Related Discovery is attached hereto as Exhibit A.

3. The report advised that TSA would make no
exceptions to its nationwide policy of denying requests for
access to SSI in civil litigation. In order to assist the parties
to the September 11 Litigation in discovery, TSA committed to
reviewing documents requested from the aviation defendants in
discovery for the purpose of segregating non-SSI from SSI, where
practicable. TSA subsequently completed its review of certain
“first wave” discovery documents and authorized the release of
documents that did not contain SSI.

4. Plaintiffs later sought disclosure of certain



“second wave” documents, which consisted of more than 20,000
pages, all of which were reviewed by TSA to ensure that all non-
SSI material was authorized for release in the litigation. The
documents were carefully reviewed on a line-by-line basis by
agency security experts and redacted, where possible, for
release.

TSA’s Final Orders and the Petitions for Review

5. In November 2005, plaintiffs in the September 11
Litigation asked TSA to reconsider its decision regarding non-
disclosure of SSI, or alternatively, if TSA did not change its
position, to issue final, appealable orders with respect to the
first and second waves of discovery. Accordingly, on February 7,
2006, the Administrator of TSA issued a final order with respect
to various requests, by both plaintiffs and defendants, for
conditional disclosure of SSI in the September 11 Litigation. A
copy of the February 7 Final Order is attached hereto as Exhibit
B.

6. On March 17, 2006, TSA issued a second final
order, covering the designations by TSA of SSI in the “second
wave” of discovery. A copy of the March 17, 2006 Final Order is
attached hereto as Exhibit C. TSA will shortly issue an
additional final order with respect to its SSI determinations in
the “first wave” of discovery.

7. The first petition for review of TSA’s final



orders was filed by one of the defendants on March 17, 2006, in
the United States Court of Appeals for the District of Columbia
Circuit, pursuant to 49 U.S.C. § 46110. Plaintiffs began filing
petitions for review of both the February 7 and March 17 Final
Orders on March 20, 2006, in the United States Court of Appeals
for the Second Circuit, and plaintiffs are continuing to file
additional petitions for review in the Second Circuit. On April
3 and 5, 2006, various plaintiffs filed a petitions for review in
the D.C. Circuit as well.

8. TSA attorney Carla Martin has not worked on the
September 11 Litigation since March 2004. She had no involvement
whatsoever in TSA’s issuance of either of the Final Orders.
SSI Used at Trial in this Ca

9. Although Security Directives (“SDs”) are considered
categorical SSI by regulation, 49 C.F.R. § 1520.5(b) (2}, in
response to a joint request from Government counsel and defense
counsel, TSA determined that nine SDs could be released in
redacted form for use in the public trial proceeding, pursuant to
49 C.F.R. § 1520.5(b). The Determination Regarding Redacted
Security Directives for Use in Unjited States v. Moussaoui, is
attached hereto as Exhibit D.

10. On or about March 27, 2006, I advised liaison
counsel for plaintiffs and defendants in the September 11

Litigation that TSA would make available to the parties any



redacted SDs used publicly in the trial in this case.

I declare under penalty of perjury that the foregoing

is true and correct.

Executed on: April 5, 2006
New York, New York

/s/

BETH E. GOLDMAN
Assistant United States Attorney
Southern District of New York
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TRANSPORTATION SECURITY ADMINISTRATION
REGARDING SSI-RELATED DISCOVERY

PETER D. KEISLER DAVID N. KELLEY

Assistant Attorney General United States Attorney
for the Southern District of
New York
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Pursuant to the Court’s request on December 11, 2003,
Intervenor United States of America, on behalf of the
Transportation Security Administration (TSA), respectfully
submits this report setting forth TSA’'s position regarding
discovery in the September 11 Litigation relating to Sensitive
Security Information (SSI).

Plaintiffs have sought many documents in discovery that
by law are subject to TSA’s review and may not be disclosed
without TSA’s authorization. Upon review by TSA, some documents
will be determined to constitute SSI and some will not. In
striking an appropriate balance between the impoftant interests
at stake in this litigation and the need to protect against the
inherent risks associated with dissemination of SSI, TSA will
authorize the release of non-SSI documents, and, to the extent
practicable, authorize the release of documents that can be
redacted without revealing vulnerabilities of the transportation
security system. On the other hand, documents containing SSI,
the disclosure of which would pose substantial risk to the
traveling public, will not, consistent with TSA’s national non-
disclosure policy, be authorized for release.

As set forth more fully in the accompanying declaration
of Stephen J. McHale, Deputy Administrator of TSA, dated February
5, 2004, TSA continues to determine that it is in the best
interests of the traveling public and persons in transportation

to restrict, to the greatest extent possible, the release of any



.SSI material that could be used to defeat standing security
countermeasures by those intent upon committing criminal attacks
against civil transportation.

The threat to United States civil aviation remains
significant. Intelligence reports indicate that terrorists
continue to develop plans for catastrophic attacks against
targets in the United States and United States interests
overseas, including against commercial aircraft. The country
remains on an elevated (Code Yellow) alert, and has, on ;hree
occasions in the past year, been on high (Code Orange) alert for
terrorist attacks. Intelligence information further indicates
that terrorists actively search for security-related information
from all available sources in order to discover vulnerabilities
they can exploit in planning future attacks.

Although TSA must protect against disclosure of
documents that threaten transportation security, TSA is
nonetheless committed to working with the parties and the Court
to identify substitutes for SSI, wherever possible, that may meet
the parties’ litigation needs without disclosing SSI. TSA
welcomes the opportunity for discussions with the parties
conﬁerning particular documents or information, SSI substitutes,
or other issues that may warrant a focused secondary review by
TSA, and is prepared to reconsider particular SSI designations on

a case-by-case basis. Upon issuance of a final order by TSA, any



‘party wishing to challenge TSA's final SSI determinations may
seek review in the Court of Appeals pursuant to 49 U.S.C. §
46110.
TSA's Statutory Duty to Protect Sengitive Securi Information

In order to improve the security of the nation’s
aviation system following the tragic events of September 11,
2001, Congress passed the Aviation and Transportation Security
Act (ATSA), by which it created the Transportation Security
Administration (TSA) and charged it with oversight of the
nation’s aviation security system. ATSA, Pub. L. No. 107-71,
§ 101, 115 stat. 597, 597-604 (2001). Subsequently, Congress
transferred TSA to the newly created U.S. Department of Homeland
Security, whose primary mission is to “prevent terrorist attacks
within the United States, . . . [and] reduce the vulnerability of
the United States to terrorism.” Homeland Security Act of 2002,
Pub. L. 107-296, § 101(b) (1), 116 Stat. 2135, 2142 (2002).

As part of ATSA, and again under the Homeland Security
Act, Congress directed TSA, as it had previously directed the
Federal Aviation Administration (FAA), to prohibit disclosure of
sensitive information regarding transportation security.
Specifically, Congress directed the Under Secretary of
Transportation for Security, now the Administrator of TSA, to
“"prescribe regulations prohibiting the disclosure of information

obtained or developed in carrying out [civil aviation] security



if the Under Secretary decides that disclosing the
information would . . . be detrimental to the security of
transportation.” 49 U.S.C. § 114(s) (formerly codified at 49
U.S.C. § 40119(b)(1)(C)). In accordance with this statutory
directive, TSA reissued regulations previously promulgated by the
FAA, prohibiting disclosure:
The Under Secretary prohibits disclosure of information
developed in the conduct of security or research and
development activities . . . if, in the opinion of the Under
Secretary, the disclosure of such information would
[ble detrimental to the safety of persons traveling in
transportation.
49 C.F.R. § 1520.3(b) (3).

The regulations set forth a non-exclusive list of
information and records constituting sensitive security
information (SSI). The regulations identify, among others, the
following categories of SSI:

. any approved, accepted, or standard security plan for
airport operators or air carriers;

U Security Directives and Information Circulars issued by

FAA or TSA to airport operators or air carriers;

] any selection criteria used in any security screening
process;

. any security contingency plan;

. technical specifications of any device used for the

detection of weapons;

. specific details of aviation security measures; and



] the locations at which particular screening methods or
equipment are used.
49 C.F.R. § 1520.7. In addition, the regulations provide that
SSI also consists of “[alny other information, the disclosure of
which TSA has prohibited under the [statutory] criteria.” 49
C.F.R. § 1520.7(k). Thus, SSI includes any information developed
in the conduct of security activities the disclosure of which TsA
finds would be detrimental to transportation safety or security.
The need to protect SSI stems primarily from the extent

to which this information, if compromised in whole or in part,
would reveal systemic vulnerabilities of the transportation
system or of specific transportation facilities that would make
it more likely for terrorists to succeed in their attacks and,
therefore, make such attacks more likely to be attempted and more
difficult to prevent. Declaration of Stephen J. McHale, dated
February 5, 2004 (“Feb. 5, 2004 McHale Dec."), § 5 (annexed as
Exhibit A). Thus, disclosure of SSI is restricted to those
persons with an operational need to know, such as air carriers
and airport operators who are charged by law with certain
aviation security functions. 49 C.F.R. § 1520.5(b). Because
they play a critical role in implementing aviation security
procedures, air carriers and airport operators, among other
regulated entities, are granted access to SSI by law, subject to

an express duty to restrict its disclosure at all times. 49



-C.F.R. §§ 1520.5(a), 1542.303(f), 1544.305(f). Should an air
carrier or airport operator receive a request for SSI from
someone without this regulatory need to know, the carrier or
airport operator is prohibited from disclosing the information —
either orally or in written form — and instead must refer the
request to TSA. See 49 C.F.R. § 1520.5(a).

Members of the public, including civil litigants and
their attorneys who do not come within the regulatory need-to-
know category, are therefore barred from gaining access to SSI.
See 49 C.F.R. §§ 1520.3(a), 1520.5(a)-(b); Feb. 5, 2004 McHale
Dec. § 6. SSI is not available for public disclosure even upon a
request under the Freedom of Information Act or other statute.
49 U.S.C. § 11l4(s); 49 C.F.R. § 1520.3(a); Public Citizen, Inc.
v. FAA, 988 F.2d4 186, 195-96 (D.C. Cir. 1993).

TSA's SSI Policy Following September 11, 2001

The United States’ interest in protecting SSI has taken
on a grave, new importance in the wake of the airline hijackings
and terrorist attacks of September 11, 2001. Following the
September 11 attacks, TSA determined that it is in the best
interests of the traveling public to restrict, to the greatest
extent possible, the dissemination of any SSI that could be used
to thwart security countermeasures by those intent upon
committing criminal acts against civil transportation.

Declaration of Stephen J. McHale, dated September 12, 2002



(“Sept. 12, 2002 McHale Dec.”), § 10 (annexed as Exhibit B). TSA
reached this determination in significant part because
intelligence reports indicated that al-Qaeda §peratives have --
through media sources and other publicly available research --
obtained access to information concerning security
vulnerabilities at American airports. Id. § 11.

Accordingly, since September 11, TSA has not authorized
access to SSI for civil litigants or their counsel who do not
otherwise have a regulatory need to know. Feb. 5, 2004 McHale
Dec. § 7. 1In the past two years, numerous reqguests for
disclosure of SSI in civil litigation have been referred to TSA
pursuant to 49 C.F.R. § 1520.5(a). Id. § 11. For example,
documents containing SSI have been requested in several cases in
which airline passengers have alleged discrimination in
connection with the airlines’ implementation of security
screening procedures. Id. In each case, TSA has reviewed the
relevant documents, segregated or redacted the SSI, where
practicable, and denied authorization to produce SSI in the
litigation. Id.!

Where necessary, such as where civil litigants have

! In two instances, TSA mistakenly authorized the release
of a small number of names from so-called “No-Fly” lists. Feb.
4, 2004 McHale Dec. § 11. On another occasion, the information
in one Security Directive was authorized for release after TSA
carefully considered the information and determined that it was
obsclete and no longer presented any security concern. Id.

7



moved to compel production of SSI in discovery, TSA has filed
statements of interest, accompanied by declarations by Deputy
Administrator McHale, setting forth the agency’s judgment that
SSI may not be disclosed in civil litigation because such
disclosure would be detrimental to transportation security. See
Kalantar v. Lufthansa Airlipes, No. 01 CV 00644 (D.D.C.); Baig v.
United Ajrlines, No. 400689 (Ca. Sup. Ct.); Ahmed v. American
Airlines, No. A:02-CA-363 (W.D. Tex.); Hudgins v. Southwest
Airlines, No. CV 2001-015620 (Az. Sup. Ct.); Chowdhury v.
Northwest Airlinesg, No. C 02-2665 (N.D. Ca.). To date, no court
has compelled the production of SSI in civil litigation after
being notified of the interests of the United States.

At the present Eime, TSA is not making any exceptions
to its policy of non-disclosure of SSI. Feb. 5, 2004 McHale Dec.
Y 12. Given that the threat to United States civil aviation
remains significant, and that current intelligence received by
the Department of Homeland Security and TSA indicates that al-
Queda and other terrorist operatives continue to develop plans
for catastrophic attacks against targets in the United States and
U.S. interests overseas involving commercial aircraft, TSA must
remain vigilant in protecting SSI and must continually update its
security policy, including its policy regarding SSI, in order to
keep pace with such dynamic threat situations. Id. § 8. Within

the past year, the United States has been at high alert for



terrorist attacks (Code Orange) three times for a total of
several weeks, as a result of a high number of threats to civil
aviation. The balance of the year has seen the country at an
elevated threat advisory level (Code Yellow), which is indicative
of a significant risk of terrorist attacks. Id. § 9. Several
international flights, and one domestic flight, have been
cancelled in the past several weeks due to security-related
concerns, including a number of flights just this past weekend.
Id. In this heightened threat environment, TSA continues to
determine that it is in the best interests of the traveling
public and persons in transportation to restrict, to the greatest
extent possible, the release of any SSI material that could be
used to defeat standing security countermeasures by those intent
on committing criminal acts against civil transportation. Id.

q 10.

TSA’s SSI Policy in the September 11 Litigation

As provided in TSA regulations, any document requested
from defendants in discovery that may contain SSI will be
reviewed by TSA for the purpose of segregating non-SSI from SSI,
where practicable. 49 C.F.R. § 1520.5(a). Documents containing
S81 that can be redacted without revealing vulnerabilities of the
transportation security system will be authorized for release in
redacted form on a continuing basis. Feb. 5, 2004 McHale Dec.

15. TSA has completed its review of the “first wave” documents



vand shortly will make available those documents or portions
thereof that are permissible for discleosure. Id. § 16. If there
are additional requests for documents potentially containing SSI,
TSA will follow a similar procedure for review of such documents,
and will authorize the release of those documents or portions of
documents as described above. Id. In addition, TSA is committed
to working with the parties and the Court in this case to
identify substitutes for SSI, wherever possible, that may meet
the parties’ litigation needs without disclosing SSI. Id. § 14.
TSA is also prepared to reconsider particular SSI designations on
a case-by-case basis. Id.

Consistent with its policy of non-disclosure of SSI
outside the need-to-know éategory, however, TSA will not
authorize disclosure of documents containing SSI to any persons
outside the regulatory need-to-know category in this litigation.
Feb. 5, 2004 McHale Dec. § 12. While TSA is sensitive to the
impact this decision may have on plaintiffs’ access to
information and on defendants’ ability to defend themselves in
the litigation, TSA has determined that the risks of SSI
disclosure, even in a limited venue, are too great to allow an
exception to the non-disclosure policy. Id. ¥ 13. Such a
determination is consistent with current law enforcement and
intelligence agency information and assessments available to TSA,

which clearly demonstrate that terrorists actively search open-

10



source materials, from the media to the internet, to discover
security methods, countermeasures, and vulnerabilities they can
exploit for planning future attacks against civil aviation. 1Id.
The courts have recognized that the Government’s need
to protect sensitive information must be honored, even though
this need makes certain private litigation more difficult or even
impossible. For example, courts have upheld the Government's
invocation of the state secrets privilege, despite its serious
impact on litigation. See Zuckerbraun v. General Dynamics Corp.,
935 F.2d 544 (2d Cir. 1991) (affirming dismissal of private
wrongful death action); see also Trulock v. Lee, Nos. 02-1476¢,
02-1477, 2003 WL 21267827 (4th Cir. June 3, 2003) (affirming
dismissal of private defamation action); Bareford v. General
Dynamics Corp., 973 F.2d 1138 (5th Cir. 1992) (affirming
dismissal of private wrongful death action), cert. denied, 507
U.S. 1029 (1993); Fitzgerald v. Penthouse Int’l, Ltd., 776 F.2d
1236 (4th Cir. 1985) (affirming dismissal of private defamation
suit); Northrop Corp. v. McDonnell Douglas Corp., 751 F.2d 395,
400 (D.C. Cir. 1984) (affirming application of state secret
privilege to documents sought in private litigation, even where
private litigant’s ;defense of government action will be more
difficult without the government’s own records of that action”);

Farnsworth Cannon v. Grimes, 635 F.2d 268 {(4th Cir. 1980) (en

banc) (affirming dismissal of suit where government asserted

11



‘state secrets privilege over information in plaintiff’s
possession). Although TSA is not invoking the state secrets
privilege here, it is invoking the explicit directive of Congress
to restrict access to SSI embodied in 49 U.S.C. § 114(s). Such
statutorily created privileges are properly applied to limit
discovery in civil litigation. See Rierce County, Washington v.
Guillen, 537 U.S. 129 (2003) (Congress by statute may bar
discovery of information compiled or collected in connection with
federal highway safety programs) .?

Moreover, TSA has carefully considered less restrictive
alternatives to its strict non-disclosure policy, including the
possibility of limited disclosure of SSI to attorneys who have
undergone a clearance pro¢edure. Feb. 5, 2004 McHale Dec. § 17.
It is TSA's expert judgment, however, based on all the threat
factors that are currently affecting transportation security, and
civil aviation in particular, that even limited, conditional
disclosure of SSI would be detrimental to transportation

security. Id.; see also In the Matter of Rabih Sami Haddad,

Decision and Orders of the Immigration Judge of Nov. 22, 2002
(copy annexed as Exhibit C) (attorney violated terms of explicit,

court-ordered protective order, which had been entered to protect

2 In this case, moreover, Congress and the President have
established an independent, bipartisan commission to investigate
and “make a full and complete accounting of the circumstances
surrounding the attacks” of September 11, 2001. See Pub. L. No.
107-306, § 602, 116 Stat. 2383, 2408 (2002).

12



national security and law enforcement interests of United States,
by faxing protected portions of declaration of FBI Special Agent
to two unauthorized persons). Accordingly} TSA has decided to
adhere in this case to its national policy of non-disclosure of
SSI. Feb. 5, 2004 McHale Dec. § 17.

Judicial Review of TSA's Disclosure Determinations

The Court has requested TSA to address the appropriate
procedures for obtaining judicial review of TSA's determinations
regarding disclosure of SSI in thisg litigation.

Upon completion of TSA’s review of each discrete wave
of documents containing SSI, including any follow-up discussions
with the parties regarding particular SSI designations or SSI
substitutes, TSA intends to issue a final order embodying its
disclosure determinations. Under 49 U.S.C. § 46110(a),

a person disclosing a substantial interest in an order
issued by . . . the Under Secretary of Transportation
for Security [now the Administrator of TSA] with
respect to security duties and powers designated to be
carried out by the [Administrator] in whole or in part
under this part, part B, or subsection (1) or (s) of
section 114 may apply for review of the order by filing
a petition for review in the United States Court of
Appeals for the District of Columbia Circuit or in the
court of appeals of the United States for the circuit
in which the person resides or has its principal place
of business.

49 U.S.C. 46110(a). TSA's SSI determinations are among the

security duties and powers designated to be carried out by TSA by

statute, and are therefore subject to Section 46110(a). See,
e.g., 49 U.S.C. § 114(s). Indeed, Congress recently amended

13



‘Section 46110 (a) to make clear that it applies to final orders
issued pursuant to 49 U.S.C. § 114(s), the primary source of
TSA’'s authority to prohibit disclosure of SSI. See Pub. L. No.
108-176, § 228, 117 Stat. 2490, 2532 (2003).

Pursuant to Section 46110, the courts of appeals have
“exclusive jurisdiction to affirm, amend, modify, or set aside
any part of the order” issued by TSA, “and may order the
[TSA Administrator] . . . to conduct further proceedings.” 49
U.5.C. § 46110(c) (emphasis added); see also Merritt v. Shuttle,

Inc., 245 F.3d 182, 187 (2d Cir. 2001) (“By its terms, Section

46110 (c) precludes federal district courts from affirming,
modifying, or setting aside any part of such an order.”).
Accordingly, to the extent the parties seek judicial review of
TSA’s disclosure determinations in this litigation, they must
file petitions for review in the appropriate courts of appeals.
See Ahmed v. American Airlines, No. Civ. A-02-CV-363, 2003 WL
1973168, at *1 (W.D. Tex. Apr. 15, 2003) (holding that district
court lacked jurisdiction, pursuant to 49 U.S.C. § 46110, to
review TSA order prohibiting airline from'producing SSI to

plaintiffs or their counsel).?

3 To date, two such petitions have been filed in other
civil cases in which TSA issued final orders prohibiting
disclosure of SSI in civil litigation. One petition, Chowdhury
v. TSA, 03-40783 (2d Cir.), is presently pending before the
Second Circuit. The other petition, Ahmed v. TSA, 03-1110 (D.C.
Cir.), was filed in the D.C. Circuit but subsequently withdrawn
as a result of the settlement of the underlying district court

14



.Recommend rocedure for Future SSI Discov and view

In an effort to assist the Court for planning and case
management purposes, TSA respectfully suggests the following
procedure for future SSI discovery and review of TSA’s disclosure
determinations. As noted above, TSA has completed its review of
the “first wave” documents and shortly will make its
determinations available to the parties. Upon receipt of TSA's
determinations with regard to the first wave, the parties may
wish to have further discussions with TSA concerning particular
documents or information, SSI substitutes, or other issues that
may warrant a focused secondary review by TSA. TSA is prepared
to reconsider on a case-by-case basis any SSI designations. At
the conclusion of those discussions, TSA will issue a final order
relating to the first wave documents, from which review may be
sought, if necessary, in the appropriate court of appeals. To
the extent the parties wish to seek expedited review in order to
minimize delay of this litigation, TSA would not oppose such a

request.

litigation.
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A similar procedure is recommended with regard to any

additional documents, or groups of documents, submitted to TSA

for review following the first wave.

Respectfully Submitted,

PETER D. KEISLER
Assistant Attorney General
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

: 21 MC 97 (AXKH)

DECLARATION OF STEPHEN J. McHALE

I, STEPHEN J. McHALE, do hereby declare as follows:

1. I am the Deputy Administrator, Transportation Security
Administration (TSA), United States Department of Homeland
Security. 1In this poéition, I am responsible for assisting and
acting on behalf of the TSA Administrator on security matters fcr
all modes of transportation, including aviation security and
related research and development activities. These
responsibilities include, but are not limited to, developing
policies, strategies, and plans dealing with the direction of
Federal aviation security activities and programs with regard to
all passenger, baggage. and cargo screening; enforcing security-
related regulations and requirements with respect to aviation |
security measures performed by aircraft and airport operators
operating within the United States, and by United States flag air

carriers cperating outside the Urited S:tztes; developing policies
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and plans for handling threats to transportation security and,
specifically, threats against civil aviation; and carrying out
such o£her duties and exercising such other powers relating to
transportation security that the Administrator deems appropriate.

2. The statements made within this Declaration are based
upon my personal knowledge, iﬁformation made available to me in my
official capacity, and conclusions reached in accordance
therewith.

3. Pursuant to the Aviation and Transportation Security Act
(ATSA), Pub. L. No. 107-71, 115 Stat. 597 (2001), and the Homeland
Security Act of 2002, Pub. L. No. 107-296, 116 Stat. 2135 (2002),
the TSA is responsible for prescribing regulations that prohibit
disclosure of sensitive information relating to transportation
security if the TSA decides that such disclcsure would be
detrimental to the security of transportation.

4. As explained in my previocus Declaration dated
September 12, 2002, which I hereby incorporate by reference, TSA
regulations under 49 C.F.R. Part 1520 relating to the protection
of Sensitive Security Information (SSI) set forth particular
categories of information that conétitute §8I. Airport and air
carrier security programs and plans, selection criteria used in
security screening processes, threats of sabotage, terrorism or
air piracy, Security Directives and Information Circulars,

vulnerability assessments of transportation facilities, and

FEB-85-2004 16:18 5712271377 ' 98 P.o3
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technical specifications of security screening and detection
systems and devices, among other types of information, all
consti;ute SSI and are thus prohibited from being publicly
disclosed.

-3

5. As stated éreviously, the security rationale for limiting
access to 55I to those persons and entities with a“regulatory need
to know stems primarily from the extent to which this information,
if compromised in whole or in part, would reveal systemic
vulnerabilities of the transportation system or of specific
transportation facilities that would make it more likely for
terrorists to succeed in their attacks and therefore, make such
attacks more likely to be attempted and difficult to prevent.

6. Accordingly, &embers of the public, including civil
litigants and their counsel, who do not otherwise have a
regulatory need to know this information are barred from gaining
access to SSI.

7. Prior to the attacks cf September 1lth, limited
accommodations were made in civil litigation that authorized air
carrier counsel to provide certain SS5I to opposing counsel
pursuant to protective orders. Since Szptember 1llth, however, the
TSA has not authorized access to SSI for civil litigants or their
counsel who do not otherwise have a regulatory need to know.

8. Given that the threat to U.S. civil aviation remains

significant, and that current intelligence received by the
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Department of Homeland Security and the TSA indicates that alf
Qaeda, and other terrorist operatives, continue to develop plans
for caéastrophic attacks against targets in the United States and
U.8. interests overseas involving commercial aircraft, the TSA
must re-evaluate and update its security policy in order to keep
pace with such dynamic threat situations, while at the same time,
continue to be vigilant in protecting SSI.

9. Within the past year, the United States has been at a
high alert for terrorist attacks (Code Orange) three separate
times for a total of several weeks. The elevation to a Code
Orange alert was based, in part, on a high number of threats to
civil aviation. The balance of the year has seen the country at
an elevated threat advisory level (Code Yellow), which is
indicative of a significant risk of terrorist attacks. Several
international flights, and one domestic flight, have been
cancelled in the past several weeks due to security-related
concerns, including a number of flights just this past weekend.

10. Viewed against the backdrop of chis current threat
environment, the TSA continues to determine that it is in the best
interests of the traveling public and persons in transportaticn to
restrict, to the greatest extent possible, the release of any SSI
material that could be used to defeat standing security
countermeasures by those intent upon committing criminal attacks

against civil transportation.
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1l1. Since the September 1llth attacks, numerous requests for
disclosure of SSI in civil litigation have been referred to TSA
for deiermination, pursuant to 49 C.F.R. Section 1520.5.

Documents containing SSI have been requested in several civil
lawsuits in which plaintiff airline passengers have alleged
discrimination in connection with the airlines’ implementation of
security screening procedures. In each case, the TSA has reviewed
the relevant documents, segregated or redacted the SSI within the
documents, where practicable, and denied authorization to produce
SSI in the litigation. It should be noted that, on two occasions,
the TSA mistakenly authorized the release of a small number of
names from so-czlled “No-Fly” lists. In another instance, the
information in one Security Directive was authorized fcr release
after TSA carefully considered the information and determined that
it was obsolete, and no longer presented any security concerm.

12. Consistent with its regulatory standard of non-disclosure
of SSI outside the need-to-know category, and the determinations
it has made in other civil litigation since the September lith
attacks, the TSA will not authorize disclosure of documents
containing SSI to any plaintiffs’ attorneys, or to ‘other persons
outside the regulatory need-to-know category, in the September 11
Litigation.

12. While the agency is sensitive to the impact this decision

mzy have on plaintiffs’ access to infcrmation and on defendants’
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ability to defend themselves in the litigation, the TSA has
ultimately determined that the risks of SSI disclosure, even in a
limitea venue, are too great to allow exceptions to its non-
disclosure policy. Such a determination is consistent with
current law enforcement and intelligence agency information
available to the TSA, which clearly demonstrates that terrorists
actively search open-source materials, from the media and the
internet, in order to discover security methods and
vulnerabilities they can exploit in planning future attacks
against civil aviation.

l14. The TSA is committed, however, to working with the
parties and the Court‘in this case to identify substitutes for
$8I, wherever possible, that may meet the parties’ litigaticn
needs without disclosing SSI; In addition, the TSA is prepared to
reconsider a particular set of designations, if requested, on a
case-by-case basis.

15. As provided in TSA regulations, any document- reguested
from defendants in discovery in the September 11 Litigation that
may contain SSI will be reviewed by TSA for the purpose of
determining its SS5I content. See 49 C.F.R. Sections 1520.3;
1520.5(a). Documents cortaining SSI, that can be redacted without
revealing vulrerabilities of the transportation security system,
will be authorized for release in redacted form to the piainziffs

on a continuing bas:is.
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16. I have been informed that TSA personnel have completed
their review of the first group of documents that are responsive
to pla;ntiffs’ discovery requests, and will shortly make available
certain of those documents, or portions therecf, that are
permissible for disclosure. If there are additional requests for
documents potentially containing SSI, TSA will follow a similar
procedure for review of such documents, and will authorize release
of those documents as described above.

17. TSA has carefully ccnsidered less restrictave
alternatives to its non-disclosure policy, including the
alternatives set forth in my previous Declaration, and has given
particular deference and ﬁhought to this Court’s suggestion of a
limited disclosure of-SSI to those attorneys who have undergone a
clearance procedure. However, it is my judgment, based on all the
threat factors that are currently affecting transportation
security, and civil aviation security in particular, that even
limited, conditional disclosure of SSI would be detrimental to

transportation security. Accordingly, the TSA has decided to
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adhere in this case to its statutory and regulatory policy of non-

dizclosure of SSI.

Pursuant to 28 U.S.C. Section 1746, I declare, under penalty

of perjury, that the foregoing is true and correct to the best of

my knowledge and belief.

: “,,?;
Executed on the _J day of February 2004.

Bl

STEPHEN J. McHALE
Debuty Administrator

Transportation Security Administration

United States Department of Homeland Security

7 4
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UNITED STATES DISTRICT COURT

SOUTHERN DISTRICT OF NEW YORK
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ELLEN MARIANI, as administrator of
the Estate of LOUIS NEIL MARIANI,

deceasead,

Plaintiff, .
DECLARATION OF
STEPHEN J. McHALE

01 Civ. 11628 (AKH)
(and consolidated cases)

UNITED AIR LINES, INC., a
corporation,

Defendant. :
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I, STEPHEN J. McHALE, do hereby declare as follows:

1. I am the Deputy Under Secretary, Transportation
Security Administration (“TSA”), United States Department of
Transportation. In this position, I am responsible for
assisting and acting on behalf of the Under Secretary of
Transportation for Security (“Under Secretary”) on security
matters for all modes of transportation, including aviation
security and related research and development_activities.
These responsibilities include, but are not limited to,
developing policies, strategies, and plans dealing with the
direction of federal aviation security activities and programs
with regard to all passenger, baggage, and cargo screening;
enforcing security-related regulations and regquirements with
respect to aviation security measures performed by airlines and

airports operating within the United States, and by U.S. flag



airlines operating outside the United States; developing
policies and plans for handling threats to transportation
security and, specifically, threats against civil aviation; and
carrying out such other duties and exercising such other powers
relating to transportation security that the Under Secretary
deems appropriate.

2. The statements made within this declaration are based
upon my personal knowledge, information made available to me in
my official capacity, and conclusions reached in accordance
therewith.

3. Under the Aviation and Transportation Security Act
(“ATSA”), Pub. L. No.107-71, 15 Stat. 597 (2001), the Under
Secretary assumed the duties and responsibilities for carrying
out Chapter 449 of Title 49 of the United States Code relating
to civil aviation security that were formerly held by the
Administrator of the Federal Aviation Administration (“FAA").
All orders, agreements, rules, and regulations that were issued
by the FAA in the performance of any function transferred by
the ATSA continue in effect unless otherwise modified or
revoked.

4. In the ATSA, Congress directed the Under Secretary to
prescribe regulations prohibiting the disclosure of information
obtained or developed in carrying out security activities in

connection with civil aviation if he decides that such



disclosure would be detrimental to the safety of passengers in
transportation.

5. Accordingly, those regulations relating to.the
protection of Sensitive Security Information (“SSI”) that were
formerly promulgated by the FAA under 14 C.F.R. Part 191 have
now been reissued as TSA regulations under 48 C.F.R. Part 1520.
Pursuant to these recodified provisions, the Under Secretary,
or his designee, has the authority to prohibit disclosure of
SSI if, in his opinion, disclosure of such information would be
detrimental to the safety of persons traveling in
transportation.

6. 49 C.F.R. § 1520.7 sets forth the categories of
informatioﬁ that constitute SSI. Airport and air carrier
security plans, selection criteria used in security screening
processes, threats of sabotage, terrorism or air piracy,
Security Directives or Information Circulars, vulnerability
assessments of transportation facilities, and technical
specifications of security screening and detection devices,
among other things, all constitute SSI and are thus protected
from public disclosure.

7. The need to protect SSI stems primarily from the
extent to which this information, if compromised, would reveal
a systemic vulnerability of the transportation system or a

vulnerability of transportation facilities that would make it



more likely for terrorists to succeed in their attacks and,
therefore, make such attacks more difficult to prevent.

8. Accordingly, disclosure of SSI is restricted to those
persons with an operational need to know, as set forth in TSA
regulations. Members of the public, including plaintiffs in
civil actions and their attorneys, do not come within this
need-to-know category and are therefofe barred from gaining
access to SS8I.

9. In order to protect against hijackings, on-board
bombings, or other such criminal acts, there must be effective,
standing security proéedures designed to thwart or deter such
conduct. The increased level of terrorism in the United States
in recent years has underscored the need for heightened
security measures at airports. Indeed, the White House
Commission on Aviation Safety and Security, formed after the
crash of TWA 800 in the waters off Long Island, New York, in
1996, made numerous recommendations in its final repoft issued
in February 1997 to bring about an overall increase in security
for civil aviation travel.

10. Prior to the devastating attacks of September 11,
2001, the FAA's Office of Civil Aviation security, in
conjunction with the Chief Counsel’s Office, made limited
accommodations in federal court litigation that allowed air

carrier counsel to provide SSI to opposing counsel pursuant to



strictly controlled protective orders. As a result of the
September‘llth attacks, however, the TSA is re-evaluating its
entire transporpation security policy, including its policy
regarding SSI. 1In this regard, the TSA has determined that it
is in the best interests of the traveling public at this time
to restrict, to the greatest extent possible, the dissemination
of any SSI that could be used to thwart security
countermeasures by those intent upon committing criminal acts
against civil transportation.

11. The TSA reached this determination in significant
part because intelligence reports indicate that al-Qaeda
operatives have — through media sources and other publicly
available research - obtained access to information concerning
security vulnerabilities at American airports. Although we do
not know what part such information may have played in the
decision to use U.S. civil airliners in the September 11"
attacks, the TSA cannot discount the possibility at this time
that SSI provided to those outside the operational need-to-know
category could be exploited to further terrorist objectives and

put the traveling public at greater risk.

12. Thus, the present and continuing threat of terrorist
attacks against aviation interests requires that the number of
persons having access to SSI be decreased, rather than

increased. In these cases (“September 11 Tort Litigation”),



there is already a large number of attorneys representing
passengers, ground victims, and businesses. Clearing all of
them to receive SSI, along.with their experts and litigation
support personnel, would greatly increase the risk of
unauthorized dissemination of SSI.

13. In the current heightened threat environment, the
TSA's overriding concern must be the protection of the
traveling public. It is the TSA’s determination that any set
of SSI-related discovery procedures must be informed by the
strong statutory and regulatory policy against disclosing SS8I
to persons who lack an operational need to know such
information. Non-disclosure of SSI is therefore the starting
point in civil litigation, and only after SSI-related issues
have become sufficiently focused in a case will the TSA
consider appropriate accommodations for litigation.

14. With this in mind, the TSA has formulated proposed
discovery procedures that are necessary to maintain the
integrity of the SSI protective regime. Because the September
11 Tort Litigation is in its very early stages, the following
proposed procedures are intended as general guidelines that may

require adjustments in the future to ensure adequate protection
of SSI.
SSI SECURITY PROCEDURES FOR SEPTEMBER 11 TORT LITIGATION

15. The TSA will not authorize disclosure of SSI at this



time to any plaintiffs’ attorneys, or other persons outside the
need-to-know category, as such disclosure ;n the September 11
Tort Litigation is premature. There remain too many unresolved
issues regarding the types of claims and legal theorigs that
will shape the litigation for the TSA to assess the import of
SSI with regard to specific issues that may be in dispute. In
short, the TSA has determined that disclosure of SSI in this
environment poses too great a risk to the traveling public.

16. Thus, before the parties engage in SSI-related
discovery, the TSA maintains that the Court should first
identify the categories of claims that will compriseAthe
September 11 Tort Litigation, and then entertain any
dispositive legal motions to determine which claims will
actually proceed. It is in the best interests of the traveling
public, and of public safety in general, for the Court to
address initially whatever claims may be resolved as a matter
of law. This approach will minimize any unnecessary disclosure
of SSI and the associated risks to aviation security.

17. The TSA further mainﬁains that plaintiffs should
serve defendants and the TSA with master SSI-related discovery
requests only after the number of viable cases/claims has been
narrowed by motion practice, and plaintiffs’ steering
committees have been formed.

18. The TSA will, if necessary, move the Court to limit



the scope of discovery with respect to SSI to information that
is material to the specific, fact-based claims and/or defenses
asserted by the parties. Requested documents or witnéss
testimony that does not fall within these material categories
of inquiry should not be subject to production. The TSA
recognizes that this part of the SSI-related discovery process
could remain somewhat fluid insofar as new theories of
liability may develop over time based upon facts gathered
through non-SSI related discovery.

19. Once the Court makes initial materiality
determinations of this sort, the TSA will prepare an SSI
substitute. This substitute may consist of an appropriately
redacted document containing SSI, a generic summary of SSI,
and/or a declaration that supports certain material facts that
relate to the particular SSI at issue. However, certain SSI
may be so sensitive that the TSA will not authorize its
disclosure in any form because any disclosure would be
detrimental to the safety of passengers in transportation. 1In
either case, the TSA may submit the SSI in question for review
by the Court ex parte and in camera.

20. Should the Court disagree with the TSA’'s
determination that disclosure would be detrimental to the
safety of passengers in transportation, and order that the

actual SSI must be disclosed, the TSA will either seek



‘appellate review of that order or establish a clearance
procedure for a strictly limited group of attorneys and
litigatidn support personnel. This clearance procedure will be
substantially similar to the procedure used to conduct
background investigations for employees of TSA-regulated
entities, as well as TSA employees, who require access to
secured areas within airports. Assuming full cooperation by
plaintiffs’ counsel, this process should only take several
weeks to complete. The Court need not be concerned that the
clearance procedure will delay the litigation for several
months.

21. During this clearance process, the TSA will establish
procedures for the storage, handling, and processing of
relevant S8SI and procedures by which cleared individuals may
review it. These procedures may rely in part upon the entry of
appropriate confidentiality and protective orders, and may
require the creation of a secure SSI “reading room” located
either at the courthouse or at a TSA facility;

22. Finally, in order for any party in the September 11
Tort Litigation to use SSI at trial, the Court would need to
implement appropriate procedures for closing the courtroom to
the public when SSI is presented as evidence. Other federal

courts have previously used such procedures in both civil and



criminal proceedings involving SSI.

Pursuant to 28 U.S.C. § 1746, I declare that the

foregoing is true and correct to the best of my knowledge and

belief.

Executed on the LZ’%ay
of September, 2002.

STEPUEN /0 .“MCHALE
Deputy Under Secretary
Transportation Security Administration

United States Department of Transportation

10



U.S. Department of Homeland Security

Arlington, VA 22202

rtation
Security
Administration

Final Order on Requests for Conditional Disclosure of SSI

L. Requests for Conditional Disclosure

A.  Counsel for the plaintiffs and the cross-claim plaintiffs in In Re September

11 Litigation, 21 MC 97 (S.D.N.Y.), and In Re September 11 Property
Damage and Business Loss Litigation, 21 MC 101 (S.D.N.Y.)
(collectively “September 11 Actions™) (hereinafter “Plaintiff Requesters”),
request access to Sensitive Security Information (“SSI”") contained in
documents that are responsive to discovery requests served in the
litigation. See Letters from plaintiffs’ liaison counsel (Nov. 3, 2005)
(hereinafter “Plaintiffs’ Letter”) and cross-claim plaintiffs (Dec. 8, 2005),
attached at Tab A.

B. Counsel for certain defendants in the September 11 Actions (hereinafter
“Defendant Requesters™) request authorization to disclose to counsel for
the plaintiffs, to counsel for other defendants, to certain fact and expert
witnesses, and to others, specific documents that constitute SSI that they
plan to use in their litigation defense. See Letters from American Airlines
(Dec. 12, 2005), Globe Aviation Services Corp. (Dec. 13, 2005),
Huntleigh USA Corp. (Dec. 13, 2005), Argenbright Security (Dec. 14,
2005), The Boeing Company (Dec. 15, 2005), U.S. Airways (Dec. 15,
2005), and Colgan Air (Dec. 15, 2005), attached at Tab B.

I1. Standard for Determination

Whether the disclosure of the requested SSI, subject to the proposed conditions,
“would not be detrimental to transportation security.” 49 C.F.R. § 1520.15(e).

IIl.  Statutory and Regulatory Background

In furtherance of a congressional mandate to “prescribe regulations prohibiting
the disclosure of information obtained or developed in carrying out [civil aviation]
security . . . if the [TSA Administrator] decides that disclosing the information would .. .
be detrimental to the security of transportation,” see 49 U.S.C. § 114(s)(1)(c), TSA
regulations prescribe the maintenance, safeguarding, and disclosure of SSI. See 49
C.F.R. Part 1520. SSJ, by definition, is “information obtained or developed in the
conduct of security activities, including research and development, the disclosure of
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which TSA has determined would . . . be detrimental to the security of transportation.”
49 C.F.R. § 1520.5(a)(3).

Access to SSI is strictly limited to those persons with a need to know, as defined
in 49 C.F.R. § 1520.11, and to those persons to whom TSA authorizes disclosure under
49 C.F.R. § 1520.15. In general, a person has a need to know specific SSI when he or
she requires access to the information: (1) to carry out transportation security activities
that are government-approved, -accepted, -funded, -recommended, or -directed, including
for purposes of training on, and supervision of, such activities; (2) to provide legal or
technical advice to airport operators, air carriers or their employees regarding security-
related requirements; or (3) to represent airport operators, air carriers or their employees
in judicial or administrative proceedings regarding security-related requirements.

49 C.F.R. § 1520.11(a). Members of the public, including civil litigants, their attorneys,
and their expert witnesses, do not have a regulatory need to know, unless they fall into
the categories noted above. 49 C.F.R. §§ 1520.11, 1520.15(a).

TSA may authorize a conditional disclosure of specific SSI to a person who does
not otherwise have a regulatory need to know “upon written determination by TSA that
disclosure of such records or information . . . would not be detrimental to transportation
security.” 49 C.F.R. § 1520.15(e). TSA also grants access to prescribed groups of
persons without a regulatory need to know, including members of Congress and persons
who require access to specific SSI in order to respond to enforcement actions brought by
the agency. 49 C.F.R. § 1520.15(c), (d).

IV.  Request Specifics and Supporting Bases

The Plaintiff Requesters seek access to SSI - both in documents and in deposition
testimony — for a “small group of attorneys in the September 11 Actions and their
agents,” subject to appropriate background checks and protective orders. See Plaintiffs’
Letter at 2. In support of this request, the Plaintiff Requesters state that this proposal will
“protect[] against any legitimate concern that TSA may have with respect to SS1,” and
that it is “consistent with the historical practice and procedure employed not only in cases
involving SSI, but even in cases involving highly classified documents.” Plaintiffs’
Letter at 3.

Similarly, the Defendant Requesters request that TSA permit disclosure to
designated counse! for plaintiffs and defendants and to certain fact and expert witnesses
of the following documents and categories of documents:

. The complete Air Carrier Standard Security Program with all
appendices and exhibits, in effect as of September 11, 2001, for
operations at Logan International Airport, Dulles International
Airport, and Newark International Airport.

. All Security Directives issued by the Federal Aviation

Administration (“FAA”) for the period January 1, 1996, through
September 11, 2001.
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. The complete Checkpoint Operations Guide, with exhibits and
appendices thereto, in use as of September 11, 2001.

. All Information Circulars issued by the FAA for the period January
1, 1996, through September 11, 2001.

See American letter at 1-3; Globe letter at 1-2; Argenbri$ht letter at 1-2; U.S.
Airways letter at 1; Colgan letter at 1-2.; Huntleigh letter at 1-2.

In support, the Defendant Requesters argue that an exception to the regulatory bar
on SSI is justified by what they consider to be the exigencies of the litigation, including:
(1) the national importance of the September 11 Actions, which involve approximately
100 wrongful death and personal injury actions and numerous property damage claims
aggregating to many billions of dollars in alleged losses; (2) the high relative importance
of the documents to the fair adjudication and joint defense of the litigation; and (3) the
allegation that the documents are no longer in force and “have been superseded since
September 11, 2001, by substantially modified requirements.” See American letter at 3;
Globe letter at 2-3; Argenbright letter at 2-3; Huntleigh letter at 2-3.

V. Analysis

Since its inception in the wake of the devastating attacks of September 11, 2001,
TSA has placed stringent protections on SSI, as the agency has determined that it is in the
best interests of the public to restrict, to the greatest extent possible, the dissemination of
any information that could be used to thwart security countermeasures by those intent
upon committing criminal acts against civil aviation. Since September 11, 2001, it has
been the consistent policy of TSA that the present and continuing threat of terrorist
attacks against aviation interests requires that the number of persons having access to SSI
be significantly and continually decreased, rather than increased. TSA initially reached
this conclusion in significant part because intelligence reports indicated that al-Qa’ida
operatives have, through media sources and other publicly available research, obtained
access to information concerning existing security vulnerabilities at American airports.

Current intelligence information indicates that the terrorist threat against civil
transportation targets continues to be a grave and ongoing concern. Reports indicate that
al-Qa’ida and other terrorist operatives continue to develop plans for catastrophic attacks
against targets in the United States and against United States’ interests overseas.
Intelligence information demonstrates that terrorists actively seek to discover security
methods and vulnerabilities they can exploit in planning future attacks against civil
aviation.

This intelligence information is supported by the recent audiotape warnings issued
by Usama Bin Ladin and Ayman Al-Zawahiri in January 2006, the deadly attacks carried

' Not all defendants requested disclosure of all listed documents. This list encompasses the
total documents requested by any and all defendants. The specific requests are identified in
the attached letters.
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out on the London subway and bus lines in July 2005, the Madrid subway bombings in
March 2004, and the very real possibility of future (as yet undiscovered) plans for attacks
on the United States.

TSA must assess the security risks inherent in granting the requested conditional
disclosure by also considering the risk of granting all similar requests in all civil litigation
involving SSI. SSIis at issue in dozens of civil lawsuits at any given time, including in
lawsuits alleging discriminatory application of security requirements, employment
actions, patent infringement, and personal injury. In each of these lawsuits, there is at
least one attorney who seeks access to SSI for purposes of pursuing the litigation, and
often there are multiple attorneys who, as here, request access for themselves and for
additional consultants. If access in civil litigation is provided, the number of persons
with access to SSI necessarily multiplies with each new lawsuit filed, and the likelihood
of inadvertent or intentional release or other misuse of SSI grows exponentially.
Importantly, TSA also cannot rule out the possibility that terrorists might seek access to
SSI by filing frivolous lawsuits and pursuing discovery, or that civil litigants might
disclose SSI to terrorists. The agency cannot make meaningful security distinctions
between civil litigants and has been unwilling to favor certain litigants over others based
on the perceived importance of any particular litigation. Accordingly, consistent with its
goal to reduce significantly the number of persons with access to SSI, since September
11, 2001, TSA has denied all requests to see SSI by civil litigants and/or their attorneys
who do not otherwise have a need to know, as defined in 49 C.F.R. Part 1520.

In applying its non-disclosure policy to the instant Requests, TSA has considered
both the unique nature of the September 11 Actions and the importance of particular SSI
documents to the adjudication of the litigation. The agency is sensitive to the impact this
determination will have on the litigation, but the security risks involved are too great to
permit an exception to the non-disclosure policy. This is particularly true given the
enormous breadth of SSI at issue and the expansive scope of the security measures
contained therein, which cover nearly all aspects of aviation security. TSA’s review of
this information has revealed that while some aspects of the security programs have been
superceded by new measures, the substantial majority are still in effect, or have been
modified only subtly, and thus their release today would compromise transportation
security. This determination is based, in part, on the knowledge that the disclosure of
even small pieces of seemingly innocuous information could be used by terrorists to
construct a mosaic that can be analyzed and synthesized to reveal existing security
measures and vulnerabilities.

In an attempt to minimize the impact of its SSI policy on the litigation, agency
security experts carefully reviewed each of more than 20,000 submitted pages of
documents to ensure that only the absolute minimum of information has been withheld,
providing partially redacted copies wherever possible. This review paid particular
attention to identifying any information that no longer needs to be protected, and all such
information has been released.

TSA has carefully considered less restrictive alternatives to its non-disclosure
policy and has given particular thought to the suggestion of a limited disclosure of SSI in
this litigation to those attorneys who have undergone a clearance procedure. The agency
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is mindful that its non-disclosure policy is a change from what Plaintiff Requesters refer
to as “the historical practice and procedure” for cases involving SSI, in that prior to
September 11, 2001, the FAA on occasion authorized air carrier counsel to provide SSI to
opposing counsel in civil litigation pursuant to a protective order. However, in the
current threat environment, extending SSI access to persons who need access to it only
for civil litigation purposes cannot be justified, and it is my judgment that disclosure,
even under controlled conditions, presents a risk to transportation security. This
determination is consistent with the position TSA has expressed repeatedly throughout
this litigation and has taken in all other civil litigation nationwide since September 11,
2001.

V1. Determination

Afier having considered each argument made by the Requesters, I deny the instant
requests for conditional disclosure of SSI under 49 C.F.R. § 1520.15(¢), as I do not find
that such disclosure “would not be detrimental to transportation security.”

This Order is issued under 49 U.S.C. § 114(s) and is final. Pursuant to 49 U.S.C.
§ 46110, any person disclosing a substantial interest in this Order may, within 60 days of
its issuance, apply for review by filing a petition for review in an appropriate U.S Court
of Appeals.

FEB
Date: 07 2005 : /ﬁ’
Edmund S. Hawley
Administrator
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805 TRIRD AVENUE
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GREGORY P, JOSEPH v FACSIMILE
DIRECT DiAL: (212) 407-1210 i
Diract Fax: (212) 407-1280 (212) 4071209

EmalL: gioseph@igsephnyc.com

November 3, 2005

Via Electronic Mail

Sarah S. Normand, Esq.
Beth E. Goldman, Esq.
Assistant U.S. Attorneys

U.S. Department of Justice
86 Chambers Street, Third Floor
New York, New York 10007

Re: In Re September 11 Litigation, 21 MC 97 (AKH); In re September 11
Property Damage and Business Loss Litigation, 21 MC 101 (AKH)

Dear Sarah and Beth:

We are writing in accordance with paragraphs 7(a) and (b) of Judge Hellerstein's
September 29, 2005 Supplemental Case Management Order in 21 MC 97 and 21 MC 101
(the “September 11 Actions”). As you are aware, plaintiffs in the September 11 Actions
served discovery requests nearly three years ago and consented to a sample procedure by
which the Transportation Security Administration would review documents responsive to
these requests for Sensitive Security Information (“SSI”). The Court and parties in the
September 11 Actions have patiently awaited the TSA’s review, and we are not insensitive to
the difficult task that the TSA continues to perform. Nevertheless, the current system is not
working and all parties, including the Court, are in need of a remedy. Further to your
discussions with members of the PD/BL Plaintiffs’ Executive Committee, this letter sets
forth a proposed protocol to be employed on a going-forward basis as discovery progresses
in these cases. This letter is sent on behalf of the PD/BL Plaintiffs’ Executive Committee,
the PI/WD Plaintiffs’ Executive Committee, and the Ground Defendants’ Liaison Counsel in
the September 11 Actions; we understand that the Aviation Defendants’ Liaison Counsel will
be forwarding a letter to you under separate cover.
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We propose that TSA agree to a procedure whereby a limited group of cleared
individuals would be given access to documents containing SSI and conduct sealed
depositions pursuant to a strict confidentiality order to be entered by Judge
Hellerstein. As you are aware, a similar procedure was suggested by TSA itself, with
certain qualifications, in the September 2002 declaration of TSA Deputy Under
Secretary Stephen J. McHale. It was only after a number of attorneys had obtained

- the required SSI clearance that the TSA completely reversed its position — a reversal
which, unfortunately, has given rise to the difficulties encountered by not only the
parties and the Court, but, we suspect, to significant burdens on the TSA itself (in that
nearly every document in these litigations, no matter how limited their actual
relevance, must be reviewed by TSA prior to disclosure).

We therefore request that TSA consent to the following protocol:

1. A small group of attomneys in the September 11 Actions and their
agents, identified by name, will be given the necessary clearance to
view potential SSI materials, subject to any appropriate background
checks.

2. Cleared persons will be permitted to view potential SSI information
and to conduct or be present at depositions where potential SSI
information will be disclosed.

3. The parties to the September 11 Actions and TSA will jointly agree on
a procedure and timeline whereby the parties will designate any
documents or deposition testimony containing potential SSI
information that may be used in a court proceeding or filing. The TSA
will review such documents and deposition testimony and render a final
SSI determination that may then be appealed by any objecting party.

4, The parties and the TSA will jointly present Judge Hellerstein with a
proposed order outlining the terms of such a protocol and containing
strict confidentiality protections that will, among other things, prevent
public disclosure of SSI materials, provide a procedure for conducting

SSI-related depositions and filing SSI-related documents under seal,
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and provide for closed court sessions when SSI materials are to be
discussed.

We believe that this proposal will allow the September 11 Actions to progress
in an efficient manner, while at the same time protecting against any legitimate
concern that TSA may have with respect to SSI. This proposal is neither radical nor
unusual. Indeed, it is consistent with the historical practice and procedure employed
not only in cases involving SSI, but even in cases involving highly classified
documents, the disclosure of which poses a far greater danger to national security.
Given the significant public interests involved in facilitating the prompt and efficient
resolution of the September 11 Actions, it is our sincere hope that TSA will
reconsider its revised position,

In the event that TSA is unwilling or unable to agree to our proposal, however,
we request that TSA issue a final decision with respect to all SSI designations made
in the September 11 Actions to date. Further, so that the Court of Appeals can have
some basis upon which to gauge the appropriateness of TSA’s designations under
governing law, we propose that TSA specifically identify each document or portion of
each document that it has deemed constitutes SSI, and provide a brief explanation of
the basis for the designation. We also request that TSA issue a final decision (a)
confirming TSA'’s refusal to allow persons with SSI security clearance to view all
potential SSI material before TSA has reviewed such material and made its SSI
designations, and (b) confirming TSA’s decision not to permit attorneys with SSI
security clearance to participate fully in depositions and other proceedings where SSI
information is to be disclosed.

We request that TSA issue these determinations within 45 days. They shall be
considered final orders for purposes of appeal by any party in 21 MC 97 or 21 MC
101. Pursuant to paragraph 2(a) of Judge Hellerstein’s Supplemental Case
Management Order in the September 11 Actions, Plaintiffs’ Master Discovery (First
Set) served in 21 MC 97 has been deemed served in 21 MC 101, and all documents
produced in 21 MC 97 have been deened produced in 21 MC 101

The Court’s Order requires that we conduct a meet and confer to discuss these
matters and submit a joint letter to the Court on or before November 4, 2005. We
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understand that TSA has requested an extension of this deadline until December 5,
2005 and do not object to this extension.

Please contact us at your earliest convenience in order to schedule a date and
time to convene a conference call with all interested parties.

Again, it is our sincere hope that we can reach an accord on an appropriate

protocol to govern these cases. If we cannot, then we believe it is time for all parties
to have the benefit of the Court of Appeals’ views on TSA’s SSI designations to date.

We appreciate your time and look forward to your response.

Sincerely,
/s =
Gregov/ P. Josepn “Marc S. Molier
Member, PD/BL Plaintiffs’ PI/WD Plaintiffs’ Liaison Counsel

Executive Committee

cC:

Robert A. Clifford
PD/BL Plaintiffs’ Liaison Counsel

Desmond T. Barry, Jr.
Aviation Defendants’ Liaison Counsel

Richard A. Williamson
Ground Defendants’ Liaison Counsel
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By E-mail

RICHARD A WILLAMSON
Beth E. Goldman, Esq.

Sarah S. Normand, Esq.
Assistant United States Attorneys
U.S. Department of Justice
Southern District of New York
86 Chambers Street, Third Floor
New York, N.Y. 10007

Re:  Inre September 11 Litigation, 21 MC 97 (AKH);
In Re September 11 Property Damage and
Business Loss Litigation, 21 MC 101 (AKH)

Dear Beth and Sarah:

We write in our capacity as counse] for cross-claim plaintiffs World
Trade Center Properties LLC and related entities (“WTCP") in 21 MC 97 and
counsel for defendants WTCP and The Port Authority of New York and New
Jerseyin 21 MC 101.

At the November 29, 2005 conference before Judge Alvin K. Hellerstein
in these actions, you reported that the Transportation Safety Administration
(“TSA™) will soon issue a final order regarding the protocol for disclosure of
potential Sensitive Security Information (“SSI"") and that additional final orders
relating to specific SSI designations will follow. As discussed at the conference,
these orders will enable an appeal to the Second Circuit by any party wishing to
do so. Although you noted at the conference that “there is no requirement that
the parties make submissions,” you invited the parties to make “to make any
WRITER'S DIRECT DIAL submissions either as to the requests for conditional disclosure of SSI or as to
4212 412:9530 TSA’s SSI designations in the first wave [by] no later than December 15,” and
rilliomsan@faw.com said that the TSA will consider any such submissions.
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Accordingly, we write to be on record as being in full support of and
agreement with the positions stated by the PD/BL Plaintiffs’ Executive Committee,
the PL'WD Plaintiffs’ Executive Committee and the Ground Defendants’ Liaison
Counsel in the November 3, 2005 letter from Gregory P. Joseph, Esq. and Marc S.
Moller, Esq. to the two of you.

Sinc%
/o)

Richard A. Williamson
cc: Marc S. Moller, Esq.
PI/WD Plaintiffs’ Liaison Counsel

Robert A. Clifford, Esq.
PD/BL Plaintiffs’ Liaison Counsel

Desmond T. Barry, Jr., Esq.
Aviation Defendants' Liaison Counsel

All Ground Defendants’ Counsel
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Direct Dial; (212) 894-6770
Direct Fax: (212) 894-6771
dbarry’@condonlaw.com

December 12, 2005

VIA EMAIL

Sarah Tauber, Esq.

Office of the Chief Counsel
Transportation Security Administration
601 South 12th Street, TSA-2
Arlington, Virginia 22202

Re:  Inre September 11 Tort Litigation
21 MC 97 (SDNY) (AKH)
In re September 11 Property Damage and Business Loss Litigation
21 MC 101 (SDNY) (AKH)
C & F Ref: DTB/CRC/28079

Dear Ms. Tauber:

Pursuant to the instructions set forth in the December 2, 2005 letter of Beth E. Goldman, Esq.
(copy attached), we make this submission to the Transportation Security Administration (“TSA™)
on behalf of AMR Corporation and American Airlines, Inc. (collectively, “American’)
concerning the TSA’s anticipated final orders in the above matters addressing plaintiffs’ request
for an exception to the regulatory restrictions against disclosure to those outside the “need to
know” categories set forth in 49 CFR § 1520.11 and concerning Sensitive Security Information
(“SSI™) designations relating to so-called “first wave” documents. American respectfully
requests that the TSA permit the disclosure, under appropriate safeguards and limitations as set
forth below, of the following categories of first wave documents for use solely in connection
with the above-captioned 9/11 litigation:

1. The complete Air Carrier Standard Security Program (*ACSSP”), with all
appendices and exhibits, for American in effect as of September 11, 2001 for
American’s operations at Logan International Airport in Boston,
Massachusetts, the point of origin of AA Flight 11, and Washington Dulles
Metropolitan Airport, the point of origin of AA Flight 77. American
Document Production Numbers AALTSA 000001-000307.

7 TIMES SQUARE, NEW YORK, NEW YORK 10036 TELEFHONE 212.480.9100 FACSIMILE 212.370.4453
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2. All Security Directives issued by the FAA to American for the period
January 1, 1996 through September 11, 2001. American Document
Production Numbers AALTSA 000712-001123.

3. The complete Checkpoint Operations Guide (“COG”), with exhibits and

appendices thereto, in use as of September 11, 2001. American Document
Production Numbers AALTSA 001287-001402.

4, All Information Circulars issued by the FAA to American for the period
January 1, 1996 through September 11, 2001.  American Document
Production Numbers AALTSA 001157-001286.

While American recognizes that TSA does not ordinarily interpret the proposed use of SSI in
litigation as giving rise to a “need to know" within the meaning of Section 1520.11, American
respectfully requests that TSA make an exception pursuant to Sections 1520.5(b) and 1520.15(e)
for the above-listed categories of documents. Given the exigencies of this litigation, American
believes that the requested limited exception for disclosure of this information is amply justified
by the following circumstances:

A. The 9/11 litigation is a matter of considerable national importance that has been
expressly authorized by Act of Congress. See, Air Transportation Safety and Systems
Stabilization Act, Pub. L. No. 107-42, 115 Stat, 230 (2001) (the “Stabilization Act”). The 9/11
litigation involves approximately 100 wrongful death and personal injury actions and numerous
property damage claims aggregating many billions of dollars in alleged losses.

B. The 9/11 litigation has at its core the adjudication of factual and legal issues
concerning the structure and implementation of the nation’s aviation security system as it existed
on September 11, 2001, with a special focus on then-existing standards and procedures for
checkpoint screening operations and inflight aviation security, including the so-called “Common
Strategy” for dealing with attempted hijackings developed by the FAA and incorporated into the
ACSSP.

C. Disclosure of the above categories of documents is essential to the fair
adjudication of the 9/11 litigation. Failure to permit American to make use of the specified
documents in its defense would be fundamentally unfair to American and violate its due process
rights.
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D. The requested documents relate not merely to factual matters but set forth the
legal standard of care to which American was required to conform its conduct in conducting
aviation security operations as of September 11, 2001. Both the ACSSP and the Security
Dircctives were binding regulations operating with the force of law upon American on
September 11, 2001. The Information Circulars and COG were closely related documents
adding a critically important interpretative gloss to the legal requirements embodied in the
ACSSP and the Security Directives. It is difficult to envision how the 9/11 litigation can proceed
at all unless American is permitted to introduce in its defense the documents that defined the
standard of care with which it was required to comply.

E. The requested documents are no longer in force and have been superseded since
September 11, 2001 by substantially modified requirements. Disclosure of these documents will
thus shed little light on currently effective aviation security standards. Moreover, incomplete
information concerning the content of these documents has already been made publicly
available, particularly through the so-called Kean Commission Report and the associated
Aviation Monograph and supplemental Staff Statements.

American’s first priority is the safety of its customers and employees. Safety is the first and
foremost consideration in any decision that American makes. Consequently, if TSA is willing to
permit the use of the requested documents for purposes of the 9/11 litigation, American would
welcome the opportunity to work with TSA to develop a protocol that would limit the disclosure
of the documents and the information contained therein to the narrowest possible audience
consistent with the needs for fair adjudication of the litigation, and to ensure to the greatest
extent possible that no disclosure will be made to unauthorized persons. American believes that
disclosure will be necessary to designated counsel for plaintiffs and defendants, to the Court and
court personnel, to TSA-approved court reporters and to certain fact and expert witnesses. All
such persons would be required to subscribe to confidentiality orders and to adopt specified
procedures to avoid unauthorized use or disclosure of the documents or the information
contained therein,

Discussjon

American is mindful of the difficult task facing TSA in its unique role in this litigation and of the
importance to aviation sccurity of preventing unnecessary and unauthorized disclosure of SSI.
Accordingly, American in this initial submission is limiting its request for disclosure of SSI
documents to those directly pertinent to defining the legal standard of care under which it was
operating on September 11, 2001.

Before the Stabilization Act, a substantial and growing body of precedent had concluded that
FAA regulations preempt state common law standards and set forth the exclusive standard of
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care for tort claims relating to the subject matter of the regulations. See e.g., Abduliah v.
American Airlines, Inc., 181 F.3d 363 (3d Cir. 1999); Curtin v. Port Auth., 183 F. Supp.2d 664
(S.D.N.Y. 2002); see also, In re Sept. 11 Litig., 280 F. Supp.2d 279, 297-298 (S.D.N.Y. 2003).
This body of precedent is reinforced by Section 408(b)(2) of the Stabilization Act, which
provides that the 9/11 claims are governed by the law of the state in which the crash occurred
“unless such law is inconsistent with or preempted by Federal law.” Very similar language in
the Price-Anderson Amendments Act consistently has been construed to mean that regulations
issued by the Nuclear Energy Regulatory Commission preempt state common law and set forth
the exclusive standard of care applicable to tort claims under the Act. See, €.g., O'Conner v.
Commonwealth Edison Co., 13 F.3d 1090, 1104-1105 (7‘h Cir. 1994); See, e.g., Roberts v, Fla.
Power & Light Co., 146 F.3d 1305, 1308 (11" Cir. 1998).

The ACSSP and the Security Directives were mandatory FAA requirements having the force of
law that defined the security-related obligations of American on September 11, 2001. See, ¢.g.,
14 CFR § 108.9(a) (2001); 14 CFR § 108.25 (2001); 66 Fed. Reg. 37330, 37339 (July 17, 2001);
49 C.F.R. § 1542.303 (2004). The Information Circulars were closely related documents that
shed important light on how the ACSSP and the Security Directives were to be implemented.
Thus, there can be little disagreement that the requested documents collectively set forth the
standard of care with which American was required to comply on September 11, 2001.

Civil litigation sometimes can proceed fairly without the parties having access to certain
evidence because of its privileged status, but no litigation can proceed if the applicable standard-
setting legal principles cannot be disclosed to the court or to the trier of fact. It would be unfair
and a denial of due process to subject American to trials seeking billions of dollars in damages
without permitting it to present in its defense the legal standards that governed its conduct.
Under far less compelling circumstances than those present here, courts have felt obliged to
dismiss litigation where national security considerations precluded the disclosure even of factual
information essential to the fair resolution of the dispute. See, e.g., Zuckerbraun v, Gen.
Dynamics Corp., 935 F.2d 544 (2d Cir. 1991); Mounsey v. Allied Signal, Inc., CV-95-4309
(C.D. Cal. April 10, 2000); Bentzlin v. Hughes Aircraft Co., 883 F. Supp. 1486, 1496 (C.D. Cal.
1993).

At separate trials in the 9/11 litigation, juries will be asked to determine whether (as to liability)
American and other defendants complied with applicable FAA regulations and faithfully
implemented the FAA-mandated aviation security system and whether (as to proximate cause)
any alleged failures of compliance played a causal role in the hijackings and their outcome.
These questions cannot fairly be resolved without providing the parties and the triers of fact
access to the actual contents of information from the ACSSP, the COG, the Security Directives
and the Information Circulars. Even portions of these documents (such as those relating to
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standards for screening for explosives in checked baggage) that may not at first blush appear to
be implicated by the events of 9/11 may nonetheless have an important bearing on the outcome
of the litigation by demonstrating that such explosives were the primary threat perceived by the
federal aviation security system on September 11, 2001,

American appreciates TSA's efforts to prepare SSI substitutes and has carefully reviewed the
proposed substitutes. These substitutes, however, are too general in nature, and too lacking in
detail and nuance, to permit American to present a full and fair defense. Moreover, a substitute
by its very nature does not completely and accurately reveal the contents of the original.

An important illustration of the shortcomings of the SSI substitutes involves one of the major
issues in the 9/11 litigation, e.g., whether walkthrough metal detectors were so calibrated that
checkpoint screening should have detected the short-bladed knives allegedly carried by the
hijackers. The actual ACSSP sets forth in detail the calibration standards for the detectors. Yet
the proposed substitute SSI provides no information on this issue, stating merely:

For each detection device used by the air carrier, an initial test will
be conducted by the FAA to establish the minimum setting at
which that device shall be operated. (p. 17)

Indeed, the SSI substitute is substantially less informative than other publicly available material.
Both page 2 of the 9/11 Commission Report and page 77 of the 9/11 Commission Aviation
Monograph reveal that walkthrough metal detectors had to be calibrated to detect items with the
metal content of a .22 caliber handgun rather than a short-bladed knife.

Another important issue in the 9/11 litigation is to what extent screeners were required to search
for short-bladed knives before September 11, 2001. The ACSSP and the COG set forth these
requirements in detail and specifically list the test weapons against which screeners and
screening equipment were to be evaluated. Yet the proposed substitute SSI provides no
information as to checkpoint test items used prior to September 11, 2001. In contrast, page 74 of
the Aviation Monograph states that “prior to 9/11, checkpoints were not tested for their ability to
detect knives, because short knives were not FAA-approved test items.”

The problems with SSI substitutes will be exacerbated in the deposition process. Witnesses with
knowledge of checkpoint screening procedures and the Common Strategy will be asked
numerous questions calling for disclosure of information from the ACSSP, the COG, the
Security Directives and the Information Circulars. If they are restricted to disclosing only that
information contained in the SSI substitutes, their answers will be incomplete and misleading. In
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essence, the witnesses would be instructed to testify to the truth but not the whole truth. It is
hard to imagine that civil litigation can result in a fair adjudication under such constraints.
Accordingly, American respectfully requests that TSA permit the disclosure and use in this
litigation, under appropriate safeguards and limitations, of the categories of documents set forth
in items 1 through 4 above.

Respectfully submitted,

CONDON & FORSYTH LLP

By /6‘

Desmond T. Barry, Jr.

DEBEVOISE & PLIMPTON LLP

By . / 5’
Rger E. Podesta

Counsel for AMR Corporation and
American Airlines, Inc.

cc: The Honorable Alvin K. Hellerstein
Beth E. Goldman, Esq.
Sarah S. Normand, Esq.
Jeannette A. Vargas, Esq.
All Liaison Counsel
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Sarah Tauber, Esqg.

Transportation Security Administration
601 South 12" Street, TSA-2

Arlington, VA 22202

Re: In re September 11 Litigation
21 MC 97 (SDNY) (AKH)
In re September 11 Property Damage
and Business Loss Litigation
21 MC 101 (SDNY) (AKH)
JHC&B File No.: 02315-12111

Dear Ms. Tauber:

Pursuant to the instructions set forth in the December 2,
2005 letter of Beth E. Goldman, Esqg. (copy attached), we make
this submission to the Transportation Security Administration
("TSA") on behalf of Globe Aviation Services Corporation
(hereinafter, "Globe") concerning the TSA's anticipated final
orders in the above matters addressing plaintiffs' request for an
exception to the regulatory restrictions against disclosure to
those outside the "need to know" categories set forth in 49 CFR §
1520.11 and concerning Sensitive Security Information ("SSI")
designations relating to so-called "first wave" documents. Globe
respectfully requests that the TSA permit the disclosure, under
appropriate safeguards and limitations as set forth below, of the
following categories of first wave documents for use solely in
connection with the above-captioned 9/11 litigation:

1. The complete Air Carrier Standard Security Program
("ACSSP"), with all appendices and exhibits, in effect
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as of September 11, 2001 for American Airlines’
operations at Logan International Airport in Boston,
Massachusetts, the point of origin of American Airlines

Flight 11. Globe Document Production Numbers
GLB-A-00000541-00000811.

2. The complete Checkpoint Operations Guide ("COG"), with
exhibits and appendices thereto, in use as of September
11, 2001. Globe Document Production Numbers
GLB~A-00000419-00000540,

While Globe recognizes that TSA does not ordinarily
interpret the proposed use of SSI in litigation as giving rise to
a "need to know" within the meaning of Section 1520.15, Globe
respectfully requests that TSA make an excCeption pursuant to
Sections 1520.5(b) and 1520.15(e) for the above-listed categories
of documents. Given the exigencies of this litigation, Globe
believes that the requested limited exception for disclosure of
this information is amply justified by the following
circumstances:

A. The 9/11 litigation is a matter of considerable
national importance that has been expressly authorized by Act of
Congress. See, Air Transportation Safety and Systems
Stabilization Act, Pub. L. No. 107-42, 115 Stat. 230 (2001) (the
ngtabilization Act"). The 9/11 litigation involves approximately
100 wrongful death and personal injury actions and numerous
property damage claims aggregating many pillions of dollars in
alleged losses.

B. The 9/11 litigation has at its core the adjudication of
factual and legal issues concerning the structure and
implementation of the nation's aviation security system as it
existed on September 11, 2001, with a special focus on
then-existing standards and procedures for checkpoint screening
operations and inflight aviation security, including the
so-called "Common Strategy" for dealing with attempted hijackings
developed by the FAA and incorporated into the ACSSP.

C. Disclosure of the above categories of documents 1is
essential to the fair adjudication of the 9/11 litigation.
Failure to permit Globe to make use of the specified documents in
its defense would be fundamentally unfair to Globe and violate
its due process rights.

D. The requested documents relate not merely to factual
matters but set forth the legal standard of care to which Globe
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was required to conform its conduct in conducting aviation
security operations as of September 11, 2001. The ACSSP was a
binding regulation operating with the force of law upon Globe on
September 11, 2001. The COG was a closely related document
adding a critically important interpretative gloss to the legal
requirements embodied in the ACSSP. It is difficult to envision
how the 9/11 litigation can proceed at all unless Globe is
permitted to introduce in its defense the documents that defined
the standard of care with which it was required to comply.

E. The requested documents are no longer in force and have
been superseded since September 11, 2001 by substantially
modified requirements. Disclosure of these documents will thus
shed little light on currently effective aviation security
standards. Moreover, incomplete information concerning the
content of these documents has already been made publicly
available, particularly through the so-called Kean Commission
Report and the associated Aviation Monograph and supplemental
Staff Statements.

F. We also make this request so that the defendants can
have access to each other’s SSI material. As you know, the
defendants in this litigation have defenses common to all of
ther. These common defenses in large part rely on the requested
documents. In order for the defendants to conduct a joint
defense, it is imperative that the defendants be able to have
access to the requested documents. Such access is not
permissible absent the TSA’s acquiescence and compliance with
this request.

Globe's first priority is the safety of airline passengers.
Ssafety is the first and foremost consideration in any decision
that Globe makes and it is the foundation of Globe's success.
Consequently, if TSA is willing to permit the use of the
requested documents for purposes of the 9/11 litigation, Globe
would welcome the opportunity to work with TSA to develop a
protocol that would limit the disclosure of the documents and the
information contained therein to the narrowest possible audience
consistent with the needs for fair adjudication of the
litigation, and to ensure to the greatest extent possible that no
disclosure will be made to unauthorized persons. Globe believes
that disclosure will be necessary to designated counsel for
plaintiffs and defendants, to the Court and court personnel, to
TSA-approved court reporters and to certain fact and expert
witnesses. All such persons would be reguired to subscribe to
confidentiality orders and to adopt specified procedures to avoid
unauthorized use or disclosure of the documents or the
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information contained therein.
Discussion

Globe is mindful of the difficult task facing TSA in its
unique role in this litigation and of the importance to aviation
security of preventing unnecessary and unauthorized disclosure of
SSI. Accordingly, Globe in this initial submission is limiting
its request for disclosure of SSI documents to those directly
pertinent to defining the legal standard of care under which it
was operating on September 11, 2001.

Before the Stabilization Act, a substantial and growing body
of precedent had concluded that FAA regulations preempt state
common law standards and set forth the exclusive standard of care
for tort claims relating to the subject matter of the
requlations. See e.g., Abdullah v. American Airlines, Inc., 181
F.2d 363 (3d Cir. 1999); Curtin v. Port Auth., 183 F. Supp.2d 664
(S.D.N.Y. 2002); see also, In re Sept. 11 Litig., 280 F. Supp.2d
279, 297-298 (S.D.N.Y. 2003). This body of precedent is
reinforced by Section 408(b) (2) of the Stabilization Act, which
provides that the 9/11 claims are governed by the law of the
state in which the crash occurred "unless such law is
inconsistent with or preempted by Federal law." Very similar
language in the Price-Anderson Amendments Act consistently has
been construed to mean that regulations issued by the Nuclear
Energy Regulatory Commission preempt state common law and set
forth the exclusive standard of care applicable to tort claims
under the Act. See, e.g., 0'Conner v. Commonwealth Edison Co.,
13 F.3d 1090, 1104-1105 (7th Cir. 1994); See, e.g., Roberts v.
Fla. Power & Light Co., 146 F.3d 1305, 1308 (11lth Cir. 1998) .

The ACSSP was a mandatory FAA requirement having the force
of law that defined the security-related obligations and set
forth the standard of care with which Globe was required to
comply on September 11, 2001. See, e.9g., 14 CFR § 108.9(a)
(2001); 14 CFR § 108.25 (2001); 66 Fed. Reg. 37330, 37339 (July
17, 2001); 49 C.F.R. § 1542.303 (2004). The Information
Circulars were closely related documents that shed important
light on how the ACSSP and the Security Directives were to be
implemented. Thus, there can be little disagreement that the
requested documents collectively set forth the standard of care
with which Globe was required to comply on September 11, 2001.

Civil litigation sometimes can proceed fairly without the
parties having access to certain evidence because of its
privileged status, but no litigation can proceed if the
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applicable standard-setting legal principles cannot be disclosed
to the court or to the trier of fact. It would be unfair and a
denial of due process to subject Globe to trials seeking billions
of dollars in damages without permitting it to present in its
defense the legal standards that governed its conduct. Under far
less compelling circumstances than those present here, courts
have felt obliged to dismiss litigation where national security
considerations precluded the disclosure even of factual
information essential to the fair resclution of the dispute.

See, e.g., Zuckerbraun v, Gen., Dynamics Corp., 935 F.2d 544 (2d
Cir. 1991); Mounsey v. Allied Signal, Inc., CV-95-4309 (C.D. Cal.
April 10, 2000);_Bentzlin v. Hughes Aircraft Co. 1486, 14386 (C.D.
Cal. 1993).

At separate trials in the 9/11 litigation, juries will be
asked to determine whether (as to liability) Globe and other
defendants complied with applicable FAA regulations and
faithfully implemented the FAA-mandated aviation security system
and whether (as to proximate cause) any alleged failures of
compliance played a causal role in the hijackings and their
outcome. These questions cannot fairly be resolved without
providing the parties and the triers of fact access to the actual
contents of information from the ACSSP, the COG, relevant
Security Directives and Information Circulars. Even portions ot
these documents (such as those relating to standards for
screening for explosives in checked baggage) that may not at
first blush appear to be implicated by the events of 9/11 may
nonetheless have an important bearing on the outcome of the
litigation by demonstrating that such explosives were the primary
threat perceived by the federal aviation security system on
September 11, 2001.

Globe appreciates TSA's efforts to prepare SSI substitutes
and has carefully reviewed the proposed substitutes. These
substitutes, however, are too general in nature, and too lacking
1n detail and nuance, to permit Globe to present a full and fair
defense. Moreover, a substitute by its very nature does not
completely and accurately reveal the contents of the original.

An important illustration of the shortcomings of the SSI
substitutes involves one of the major issues in the 9/11
litigation, e.g., whether walkthrough metal detectors were so
calibrated that checkpoint screening should have detected the
short-bladed knives allegedly carried by the hijackers. The
actual ACSSP sets forth in detail the calibration standards for
the detectors. Yet the proposed substitute SSI provides no
information on this issue, stating merely:
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For each detection device used by the air
carrier, an initial test will be conducted by
the FAA to establish the minimum setting at
which that device shall be operated. (p. 17)

Indeed, the S$SI substitute is substantially less informative
than other publicly available material. Both page 2 of the 9/11
Commission Report and page 77 of the 9/11 Commission Aviation
Monograph reveal that walkthrough metal detectors had to be
calibrated to detect items with the metal content of a .22
caliber handgun rather than a short-bladed knife.

Another important issue in the 9/11 litigation is to what
extent screeners were required to search for short-bladed knives
before September 11, 2001. The ACSSP and the COG set forth these
requirements in detail and specifically list the test weapons
against which screeners and screening equipment were to be
evaluated. Yet the proposed substitute SSI provides no
information as to checkpoint test items used prior to September
11, 2001. 1In contrast, page 74 of the Aviation Monograph states
that "prior to 9/11, checkpoints were not tested for their
apility to detect knives, because short knives were not
FAA-approved test items."

The problems with SSI substitutes will be exacerbated in the
deposition process. Witnesses with knowledge of checkpoint
screening procedures and the Common Strategy will be asked
numerous questions calling for disclosure of information from the
ACSSP and the COG. If they are restricted to disclosing only
that information contained in the SSI substitutes, thelr answers
will be incomplete and misleading. In essence, the witnesses
would be instructed to testify to the truth but not the whole
truth. It is hard to imagine that civil litigation can result in
a fair adjudication under such constraints.

Accordingly, Globe respectfully requests that TSA permit the
disclosure and use in this litigation, under appropriate
safeguards and limitations, of the categories of documents set
forth in items 1 and 2 above.
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Respectfully submitted,
JONES HIRSCH CONNORS & BULL P.C.

By =

Jamks P. Connors

and

LORD, BISSELL & BROOK LLP
Gary Westerberg, Esqg.

Counsel for Globe Aviation Services
Corporation

cc: The Honorable Alvin K. Hellerstein
Beth E. Goldman, Esq.
Sarah §. Normand, Esq.
Jeannette A. Vargas, Esq.
All Liaison Counsel
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December 13, 2005

BY FIRST-CLASS MAIL

Sarah Tauber, Esq.

Transportation Security Administration
601 South 12* Street, TSA-2
Arlington, Virginia 22202

Re: Inre September 11 Tort Litigation
21 MC 97 (SDNY) (AKH)
In re September 11 Property Damage and Business Loss Litigation
21 MC 101 (SDNY) (AKH)
C & F Ref: DTB/CRC/28079

Dear Ms. Tauber:

Pursuant to the instructions set forth in the December 2, 2005, letter of Beth E.
Goldman, Esq. (copy attached), we make this submission to the Transportation
Security Administration (“TSA™) on behalf of Huntleigh USA Corporation
(“Huntleigh™) concerning the TSA’s anticipated final orders in the above matters
addressing plaintiffs’ request for an exception to the regulatory restrictions against
disclosure to those outside the “need to know” categories set forth in 49 CFR
1520.15 and concerning Sensitive Security Information (“SSI”) designations relating
to so-called “first wave” documents. Huntleigh respectfully requests that the TSA
permit the disclosure, under appropriate safeguards and limitations as set forth below,
of the following categories of first wave documents for use solely in connection with
the above-captioned 9/11 litigation:

1. The complete Air Carrier Standard Security Program (“*ACSSP”),
with all appendices and exhibits, for United Airlines in effect as of

651802v1/005989
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September 11, 2002, for United’s operations at Logan International
Airport in Boston, Massachusetts, the point of origin of United
Flight 175. Huntleigh Document Production Numbers
H030426-030707 and H038838-039091.

2, Security Directives and Information Circulars issued by the FAA for
the period January 1, 1996, through September 11, 2001. Huntleigh
Document Production Numbers H031859-031873, H032053-032058,
H038338-038344, H046073-046075, H065765-069821.

3. The complete Checkpoint Operations Guide (“COG”), with exhibits
and appendices thereto, in use as of September 11, 2001. Huntleigh
Document Production Numbers H030305-030425, H070741-070863.

While Huntleigh recognizes that TSA does not ordinarily interpret the proposed use
of SSI in litigation as giving rise to a “need to know” within the meaning of
Section 1520.15, Huntleigh respectfully requests that TSA make an exception
pursuant to Sections 1520.5(b) and 1520.15(¢) for the above-listed categories of
documents. Given the exigencies of this litigation, Huntleigh believes that the
requested limited exception for disclosure of this information is amply justified by
the following circumstances:

A. The 9/11 litigation is a matter of considerable importance that has
been expressly authorized by Act of Congress. See Air Transportation Safety and
Systems Stabilization Act, Pub. L. No. 107-42, 115 Stat. 230 (2001 (the
“Stabilization Act”). The 9/11 litigation involves approximately 100 wron gful death
and personal injury actions and numerous property damage claims aggregating many
billions of dollars in alleged losses.

B. The 9/11 litigation has at its core the adjudication of factual and legal
issues concerning the structure and implementation of the nation’s aviation security
system as it existed on September 11, 2001, with a special focus on then-existing
standards and procedures for checkpoint screening operations and inflight aviation
security, including the so-called “‘Common Strategy” for dealing with attempted
hijackings developed by the FAA and incorporated into the ACSSP.

C. Disclosure of the above categories of documents is essential to the fair

adjudication of the 9/11 litigation. Failure to permit Huntleigh to make use of the
specified documents in its defense would be fundamentally unfair to Huntleigh and
violate its due process rights.

651802v1/005989
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D. The requested documents relate not merely to factual matters but set
forth the legal standard of care to which Huntleigh was required to conform its
conduct in conducting aviation security operations as of September 11, 2001. Both
the ACSSP and the Security Directives were binding regulations operating with the
force of law upon Huntleigh on September 11,2001, The Information Circulars and
COG were closely related documents adding a critically important interpretative
gloss to the legal requirements embodied in the ACSSP and the Security Directives.
It is difficult to envision how the 9/11 litigation can proceed at all unless Huntleigh
is permitted to introduce in its defense the documents that defined the standard of
care with which it was required to comply, as well as set forth the various roles of the
airlines, security companies, and other parties in the overall security plan.

E. The requested documents are no longer in force and have been
superseded since September 11, 2001, by substantially modified requirements.
Disclosure of these documents will thus shed little light on currently effective
aviation security standards. Moreover, incomplete information concerning the
content of these documents has already been made publicly available, particularly
through the so-called Kean Commission Report and the associated Aviation
Monograph and supplemental Staff Statements.

F. We also make this request so that the defendants can have access to
each other’s SSI material. As you know, the defendants in this litigation have
defenses common to all of them. These common defenses in large part rely on the
requested documents. In order for the defendants to conduct a joint defense, it is
imperative that the defendants be able to have access to the requested documents.
Such access is not permissible absent the TSA’s acquiescence and compliance with
this request.

If TSA is willing to permit the use of the requested documents for purposes of the
9/11 litigation, Huntleigh would welcome the opportunity to work with TSA to
develop a protoco!l that would limit the disclosure of the documents and the
information contained therein to the narrowest possible audience consistent with the
needs for fair adjudication of the litigation, and to ensure to the greatest extent
possible that no disclosure will be made to unauthorized persons. Huntleighbelieves
that disclosure will be necessary to designated counsel for plaintiffs and defendants,
to the Court and court personnel, to TSA-approved court reporters and to certain fact
and expert witnesses. All such persons would be required to subscribe to
confidentiality orders and to adopt specified procedures to avoid unauthorized use or
disclosure of the documents or the information contained therein.

651802v1/005989
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Discussion

Huntleigh is mindful of the difficult task facing TSA in its unique role in this
litigation and of the importance to aviation security of preventing unnecessary and
unauthorized disclosure of SSI. Accordingly, Huntleigh in this initial submission is
limiting its request for disclosure of SSI documents to those directly pertinent to
defining the legal standard of care under which it was operating on September 11,
2001.

Before the Stabilization Act, a substantial and growing body of precedent had
concluded that FAA regulations preempt state common law standards and set forth
the exclusive standard of care for tort claims relating to the subject matter of the
regulations. See, e.g., Abdullah v. American Airlines, Inc., 181 F.2d 363 (3d Cir.
1999); Curtin v. Port Auth., 183 F. Supp. 2d 664 (S.D.N.Y. 2002); see also In re
Sept. 11 Litig., 280 F. Supp. 2d 279, 296-97 (S.D.N.Y. 2003). This body of
precedent is reinforced by Section 408(b)(2) of the Stabilization Act, which provides
that the 9/11 claims are governed by the law of the state in which the crash occurred
“unless such law is inconsistent with or preempted by Federal law.” Very similar
language in the Price-Anderson Amendments Act consistently has been construed to
mean that regulations issued by the Nuclear Energy Regulatory Commission preempt
state common law and set forth the exclusive standard of care applicable to tort
claims under the Act. See, e.g., O'Conner v. Commonwealth Edison Co., 13 F.3d
1090, 1104 (7th Cir. 1994); see, e.g., Roberts v. Fla. Power & Light Co., 146 F.3d
1305, 1308 (11th Cir. 1998).

The ACSSP and the Security Directives were mandatory FAA requirements having
the force of law that defined the security-related obligations of Huntleigh on
September 11,2001. See, e.g., 14 CFR § 108.9(2) (2001); 14 CFR § 108.25 (2001);
66 Fed. Reg. 37330, 37339 (July 17, 2001); 49 CFR § 1540.303 (2004). The
Information Circulars were closely related documents that shed important light on
how the ACSSP and the Security Directives were to be implemented. Thus, there
can be little disagreement that the requested documents collectively set forth the
standard of care with which Huntleigh was required to comply on September 11,
2001.

Civil litigation sometimes can proceed fairly without the parties having access to
certain evidence because of its privileged status, but no litigation can proceed if the
applicable standard-setting legal principles cannot be disclosed to the court or to the
trier of fact. It would be unfair and a denial of due process to subject Huntleigh to
trials seeking billions of dollars in damages without permitting it to present in its
defense the legal standards that governed its conduct. Under far less compelling
circumstances than those present here, courts have felt obliged to dismiss litigation

651802v1/005989
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where national security considerations precluded the disclosure even of factual
information essential to the fair resolution of the dispute. See, e.g., Zuckerbraun v.
Gen. Dynamics Corp., 935 F.2d 544 (2d Cir. 1991); Mounsey v. Allied Signal, Inc.,
CV-95-4309 (C.D. Cal. April 10, 2000); Bentzlin v. Hughes Aircraft Co., 883 F.
Supp. 1486, 1496 (C.D. Cal. 1993).

At separate trials in the 9/11 litigation, juries will be asked to determine whether (as
to liability) Huntleigh and other defendants complied with applicable FAA
regulations and faithfully implemented the FAA-mandated aviation security system
and whether (as to proximate cause) any alleged failures of compliance played a
causal role in the hijackings and their outcome. These questions cannot fairly be
resolved without providing the parties and the triers of fact access to the actual
contents of information from the ACSSP, the COG, the Security Directives and the
Information Circulars. Even portions of these documents (such as those relating to
standards for screening for explosives in checked baggage) that may not at first blush
appear to be implicated by the events of 9/11 may nonetheless have an important
bearing on the outcome of the litigation by demonstrating that such explosives were
the primary threat perceived by the federal aviation security system on September 11,
2001,

Huntleigh appreciates TSA’s efforts to prepare SSI substitutes and has carefully
reviewed the proposed substitutes. These substitutes, however, are too general in
nature, and too lacking in detail and nuance, to permit Huntleigh to present a full and
fair defense. Moreover, a substitute by its very nature does not completely and
accurately reveal the contents of the original.

An important illustration of the shortcomings of the SSI substitutes involves one of
the major issues in the 9/11 litigation, e.g., whether walkthrough metal detectors were
so calibrated that checkpoint screening should have detected the short-bladed knives
allegedly carried by the hijackers. The actual ACSSP sets forth in detail the
calibration standards for the detectors. Yet the proposed substitute SSI provides no
information on this issue, stating merely:

For each detection device used by the air carrier, an initial test will be
conducted by the FAA to establish the minimum setting at which that
device shall be operated. (p. 17)

Indeed, the SSI substitute is substantially less informative than other publicly
available material. Both page 2 of the 9/11 Commission Report and page 77 of the
9/11 Commission Aviation Monograph reveal that walkthrough metal detectors had
to be calibrated to detect items with the metal content of a .22 caliber handgun rather
than a short-bladed knife.

651802v1/005989



Sarah Tauber, Esq.
December 13, 2005
Page 6

Another important issue in the 9/11 litigation is to what extent screeners were
required to search for short-bladed knives before September 11,2001. The ACSSP
and the COG set forth these requirements in detail and specifically list the test
weapons against which screeners and screening equipment were to be evaluated. Yet
the proposed substitute SSI provides no information as to checkpoint test items used
prior to September 11,2001. In contrast, page 74 of the Aviation Monograph states
that “prior to 9/11, checkpoints were not tested for their ability to detect knives,
because short knives were not FAA-approved test items.”

The problems with SSI substitutes will be exacerbated in the deposition process.
Witnesses with knowledge of checkpoint screening procedures and the Common
Strategy will be asked numerous questions calling for disclosure of information from
the ACSSP, the COG, the Security Directives and the Information Circulars. If they
are restricted to disclosing only that information contained in the SSI substitutes,
their answers will be incomplete and misleading. In essence, the witnesses would be
instructed to testify to the truth but not the whole truth. Itis hard to imagine that civil
litigation can result in a fair adjudication under such constraints.

Accordingly, Huntleigh respectfully requests that TSA permit the disclosure and use
in this litigation, under appropriate safeguards and limitations, of the categories of

documents set forth in items 1 through 3 above.

Respectfully submitted,

SUSMAN GODFREY L.L.P.
By_ /6/
Jonathan4” Ross

cc: The Honorable Alvin K. Hellerstein
Beth E. Goldman, Esq.
Sarah S. Normand, Esq.
Jeannette A. Vargas, Esq.
All Liaison Counsel
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Re: Inre September 11 Tort Litigation, 21 MC 97 (SDNY) ( AKH)

Sarah Tauber, Esq.

Office of the Chief Counsel
Transportation Security Administration
601 South 12th Street, TSA-2
Arlington, Virginia 22202

Dear Ms. Tauber:

We represent Argenbright Security, Inc. in the above-referenced litigation
and are making this submission to the Transportation Security Administration (“TSA™) in
accordance with the letters from Beth Goldman, Esq. dated December 2, 2005 and
December 6, 2005.

Based on statements by the TSA’s counsel at the November 18, 2005 and
November 29, 2005 court conferences and the above-referenced letters from Ms. Goldman,
it is our understanding that the TSA intends to first issue final orders with respect to “first
wave” documents and the TSA’s non-disclosure policy concerning the release of SSI to
persons outside the “need to know” category set forth in 49 C.F.R. § 1520.11.

In anticipation of these TSA final orders and as requested by Ms. Goldman in
her December 6, 2005 letter, AMR Corporation and American Airlines, Inc. (collectively
“American”) have assembled materials for inclusion in the record on appeal of the final
orders. Those materials are identified in “Exhibit A” to the December 14, 2005 letter from
Desmond T. Barry and Roger E. Podesta (“American’s Exhibit A™).

Argenbright hereby joins in American’s request for the inclusion in the
record on appeal those items identified in American’s Exhibit A. In addition, Argenbright
respectfully requests that the following documents also be included in the record of appeal:

. With reference to Category 1 of American’s Exhibit A (“Unredacted
versions of the first wave documents submitted to TSA™):

. The Air Carrier Standard Security Program (Bates
Nos. ASI-TSA 0000001-0000256; ASI-TSA 0000577-
0000583; ASI-TSA 0000584-0000595)
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) Security Directives and Emergency Amendments
issued by the FAA for the period September 11, 2000
through September 11, 2001 (Bates Nos. ASI-TSA
0000313-0000328; ASI-TSA 0000333-0000340)

. The Checkpoint Operations Guide in use as of
September 11, 2001 (Bates Nos. ASI-TSA 0000362-

0000518; ASI-TSA 0000519-0000576)

. Information Circulars issued by the FAA for the period
September 11, 2000 through September 11, 2001
(Bates Nos. ASI-TSA 0000312; ASI-TSA 0000329-
0000332; ASI-TSA 0000341-0000361;, ASI-TSA
0000596-0000602)

) With reference to Category II of American’s Exhibit A (“TSA
Redactions and/or ‘Substitutes’ of First Wave SSI documents and
TSA Declarations™):

) Redacted Checkpoint Operations Guide (Bates Nos.
ASI-TSA 0000362-0000576)

) With reference to Category IV of American’s Exhibit A
(“Correspondence between and among the TSA and the parties
regarding SSI’s policies, procedures and first wave documents and
other documents necessary for the record”) (No bates numbers)

. Letter to Carla Martin from Allison Sealove dated
October 23, 2003

. Letter to Desmond T. Barry from Beth Goldman dated
Qctober 29, 2003

. Letter to Carla Martin from Allison Sealove dated
November 24, 2003

. Letter to Carla Martin from Allison Sealove dated
February 9, 2004
. Letter to Carla Martin from Allison Sealove dated

February 17, 2004

. Letter to Carla Martin from Allison Sealove dated
March 19, 2004
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J Letter to Sarah Normand from Joseph Wayland dated
June 23, 2004

. Letter to Amy Ruggeri from Allison Sealove dated
June 24, 2004
. Letter to Beth Goldman from Lori Siembieda dated

February 9, 2005

. Letter to Lori Siembieda from Beth Goldman dated
February 11, 2005

. Letter to Beth Goldman from Lori Siembieda dated
June 22, 2005

) Letter from Beth Goldman to Lori Siembieda dated
July 19, 2005

° Letter to Beth Goldman from Barbara Zicherman dated
October 4, 2005

. Letter to Barbara Zicherman from Beth Goldman dated
October 26, 2005

For your convenience, we have enclosed the above-listed documents
in hard copy and on CD. Because the additional documents listed under Category 1
contain SSI, those documents are being provided to TSA only and will not be
forwarded to any of the copy recipients.
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Finally, Argenbright shares American’s interest in meeting with TSA
to discuss logistical issues related to the organization of the record on appeal and any
related matters. We look forward to having an opportunity to discuss these issues

with TSA.
Respectfully submitted,

SIMPSON THACHER & BARTLETT LLP

By s

Iy oseph Waylana

Counsel for Argenbright Security, Inc.

ce: The Honorable Alvin K. Hellerstein
Beth E. Goldman, Esq.
Sarah S. Normand, Esq.
Jeannette A. Vargas, Esq.
All Liaison Counsel
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December 15, 2005
Via Electronic Mail (sarah.tauber@dhs.gov)

Sarah Tauber, Esq.

Transportation Security Administration
601 South 12th Street, TSA-2
Arlington, Virginia 22202

Re: Inre September 11 Tort Litigation, 21 MC 97 (SDNY) (AKH)

In re September 11 Property Damage and Business Loss Litigation,
21 MC 101 (SDNY) (AKH)

Dear Ms. Tauber:

We represent The Boeing Company (“Boeing”) in the above-referenced litigation (the
“September 11 Litigation™). We make this submission pursuant to the instructions set
forth in the December 2, 2005 letter of Beth E. Goldman, Esq. (copy attached hereto
as Exhibit 1) concerning the final orders that the Transportation Security
Administration (“TSA”) intends to issue (1) denying disclosure of Sensitive Security
Information (“SSI”) in the September 11 Litigation to persons outside the “need to
know” categories set forth in 49 C.F.R. § 1520.11 and (2) concerning the designation
and redaction of the so-called “first wave” documents.

Boeing agrees with and joins in the position of American Airlines (“American”) set
out in American’s December 12, 2005 letter to the TSA (copy attached hereto as
Exhibit 2). However, because plaintiffs’ claims against Boeing in the September 11
Litigation differ from those against American, we offer this supplemental submission
to underscore the additional reasons that disclosure of SSI is essential to a fair and just
resolution of the litigation.
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Access to SSI Is Necessary for a Full and Fair Defense of Boeing in the
September 11 Litigation

Plaintiffs premise their claims against Boeing on the allegation that the design of the
cockpit doors caused or contributed to the September 11, 2001 hijackings.
Specifically, plaintiffs allege in their Master Complaints that each of the four hijacked
aircraft lacked a “secure” cockpit door that would have prevented the terrorists from
accessing its cockpit.

A fundamental deficiency in plaintiffs’ claims against Boeing is that there is no
evidence that the hijackers accessed any of the cockpits by breaking through the
cockpit door. In fact, the evidence is to the contrary: the hijackers planned and
trained to storm the cockpits when the doors were first opened by the crew members.!
Thus, the security of the cockpit doors is not causally related to the hijackings. To the
extent that information relevant to the issue of access to the cockpit, such as the
practices and procedures for crew members opening the cockpit door during normal
flight conditions (i.e., when no hijacking is occurring), is contained within documents
designated as SSI, then access to SSI is necessary for Boeing to present a full and fair
defense in the September 11 Litigation.

! For example, the Final Report of the National Commission on Terrorist Attacks Upon the United
States (the “9/11 Commission Report”) included statements that the hijackers planned to storm the
cockpits when the doors were first opened by crew members. The report describes a discussion
between Mohammed Atta, the lead hijacker, and Ramzi Binalshibh, one of Atta’s contacts with

Al Qaeda, regarding how they would gain access to the cockpit:

The best time to storm the cockpit would be about 10-15 minutes after takeoff, when
the cockpit doors typically would be opened for the first time. ... [Atta] had no firm
contingency plan in case the cockpit door was locked. While he mentioned general
ideas such as using a hostage or claiming to have a bomb, he was confident the
cockpit doors would be opened and did not consider breaking them down a viable
idea. '

(9/11 Commission Report, at 245.) Similarly, the so-called “muscle hijackers™ (the non-pilots) were
trained “to focus on storming the cockpit at the earliest opportunity when the door was first opened
... (d. at 236.) Nothing in the 9/11 Commission Report suggests the hijackers broke through the
cockpit doors. '

{01038-9996/§1.053480.239) 12/15/0%
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Another deficiency in plaintiffs’ case involves the FAA-approved common strategy
for dealing with hijackers that was in place on September 11, 2001 (the “Common
Strategy”). Although Boeing does not have access to the Air Carrier Standard
Security Program (“ACSSP”), the Common Strategy is apparently detailed therein.
From public sources, Boeing understands that the Common Strategy instructed crew
to allow hijackers access to the cockpit if the hijackers insisted. If true, then
information about the Common Strategy is highly relevant to the issue of the
hijackers’ ability to access the cockpit, and thus to Boeing’s defense. For this reason,
it is essential that Boeing be allowed access to SS1, including the ACSSP.

Substitutes for SSI Are Insufficient for a Full and Fair Defense of Boeing in the
September 11 Litigation

In certain instances, the TSA has produced substitutes for documents containing SSL
Although Boeing appreciates the effort made by the TSA to craft substitutes, Boeing
believes that the substitutes are insufficient for Boeing to present a full and fair
defense because they fail to convey the details and nuances that are critical to
understanding the true nature of the documents for which they are a substitute. In
addition, the substitutes can be misleading.

For example, with regard to information regarding the Common Strategy, the TSA
has produced a substitute for the ACSSP in effect on September 11, 2001 that
includes redacted Common Strategy tactics for responding to an in-flight hijacking.
(See First Decl. of K. Moore, September 7, 2005.) However, in certain key respects
the substitute ACSSP is vague and potentially inconsistent.

Boeing understands that one of the overriding principles of the Common Strategy was
that flight crews were to cooperate with hijackers. For instance, as described by the
9/11 Commission, the Common Strategy taught “flight crews that the best way to deal
with hijackers was to accommodate their demands . .. .” (9/11 Commission Report,
at 85.) The Aviation Monograph released by the 9/11 Commission describes the
Common Strategy similarly at page 81. Similarly, the TSA’s substitute ACSSP states
that the Common Strategy instructed cockpit crew to “{e]ncourage flight attendants to
stay with hijackers in the cockpit,” and cabin crew to “[a]ssure hijackers that crew
will cooperate with their demands.” However, the substitute ACSSP also indicates
that cabin crew were to “[ajttempt to keep hijackers out of cockpit.” (/d. at 52-54.) In
light of the inconsistencies, Boeing believes that the substitute ACSSP does not fully,
fairly, and accurately describe the Common Strategy. Given the centrality of the issue

[01038-9996/51.053480.239] ) 12/15/0%
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to Boeing’s defense, Boeing requests that the TSA allow the disclosure of SSI,
including the complete Common Strategy, for use in the September 11 Litigation
under appropriate safeguards and limitations.

For these reasons, as well as those set forth in American’s December 12, 2005
submission to the TSA, Boeing requests that the TSA allow disclosure of SSI in the
September 11 Litigation under appropriate safeguards and limitations.

Thank you for your consideration.

Very truly yours,

=
Thomas J. McLaughlin

Counsel for The Boeing Company
Enclosures

cc (w/ enc.): The Honorable Alvin K. Hellerstein
Beth E. Goldman, Esq.
Sarah S. Normand, Esq.
All Liaison Counsel

TIM:mhs
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VIA [EMAIL/FEDERAL EXPRESS]

Sarah Tauber, Esquire

Office of the Chief Counsel
Transportation Security Administration
601 South 12th Street, TSA-2
Arlington, VA 22202

RE: Inre September 11 Tort Litigation, 21 MC 97 (SDNY) (AKH)

Dear Ms. Tauber:

We are counsel to defendants US Airways, Inc. and US Airways Group, Inc.
(collectively, “US Airways”) in the above-captioned litigation. Pursuant to the instructions set
forth in Ms. Goldman’s correspondence dated December 2, 2005, this letter serves to inform you
that US Airways joins, adopts, and seeks the same relief sought by Messrs. Barry and Podesta on
behalf of AMR Corp. and American Airlines, Inc. (collectively, “American”) in their
correspondence of December 12, 2005 to you (“the December 12" correspondence”)(copy
attached). In addition to the documents referenced in the December 12" correspondence, US
Airways requests that the Transportation Security Administration (“TSA”) permit the disclosure
of the following additional documents, which US Airways submitted to the TSA as part of its so-
called “first wave” document production:

1. The complete Air Carrier Standard Security Program (“ACSSP”), with all
appendices and exhibits, for US Airways in effect as of September 11,
2001. (US Airways Document Production Numbers US-TSA-000000
through US-TSA-000255); and

2. The complete Checkpoint Operations Guide (“COG”), with exhibits and
appendices, in use as of September 11, 2001. (US Airways Document
Production Numbers US-TSA-000256 through US-TSA-000340(L)).

US Airways makes this joinder solely in connection with the wrongful death/personal injury
litigation as the plan injunction remains in effect for the property damage and business loss
litigation. If and when the plan injunction is lifted with respect to the latter claims, US Airways
reserves the right to supplement its joinder letter and to request that the same relief be deemed
applicable to the property damage and business loss litigation as well.
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Finally, this submission is also intended to cover only those documents produced in
connection with the “first wave” document production. US Airways expressly reserves its right
to expand the scope of documents for which this relief is sought if and when it is necessary.

Very truly yours,

s/

Richard P, Campbell
RPC/

Encl/

cc: Honorable Alvin K. Hellerstein (via facsimile w/ encl.)
Beth E. Goldman, Esquire (via email w/ encl.)
Sarah S. Normand, Esquire (via email w/ encl.)
Marc Moller, Esquire (via email w/ encl.)
Robert Clifford, Esquire (via email w/ encl.)
Richard Williamson, Esquire (via email w/ encl.)
Desmond T. Barry, Jr., Esquire (via email w/ encl.)
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December 15, 2005

VIA ELECTRONIC MAIL AND FEDERAL EXPRESS

Sarah Tauber, Esquire
Office of the Chief Counsel
Transportation Security Administration

601 South 12th Street, TSA-2

Arlington, VA 22202

Re:

In re September 11 Tort Litigation
21 MC 97 (AKH)

COUNSEL
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NOEL D. HUMPHREYS
ANTHONY ROMANO 1L
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PLEASE REPLY TO ROSELAND, N.J.

In re September 11 Property Damage and Business Loss Litigation
21 MC 101 (AKH)

Dear Ms. Tauber:

We are counsel to defendant Colgan Air, Inc. (“Colgan™) in the above-captioned

litigation.

Pursuant to the instructions set forth in Ms. Goldman’s correspondence dated

December 2, 2005, this letter serves to inform you that Colgan joins, adopts and seeks the same
relief sought by Messrs. Barry and Podesta on behalf of AMR Corp. and American Airlines, Inc.
(collectively, “American”) in their correspondence of December 12, 2005 to you (copy attached).
In addition to the documents referenced in the December 12™ correspondence, Colgan requests
that the Transportation Security Administration (“TSA”) permit the disclosure of the following
additional documents, submitted by Colgan to the TSA as part of its so-called “first wave”
document production:

1668831-01
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1. The complete Checkpoint Operations Guide (“COG”), with exhibits and
appendices, in use as of September 11, 2001. (Colgan Document
Production Numbers COL-TSA-000001 through COL-TSA-000142); and

2, The complete Air Carrier Standard Security Program (“ACSSP”) for
Colgan, with all appendices and exhibits, in effect as of September 11,
2001. (Colgan Document Production Numbers COL-TSA-000143
through TSA-000403).

This submission is intended to cover only those documents produced by Colgan to the
TSA as part of its “first wave” document production. Colgan expressly reserves its right to
expand the scope of documents for which this relief is sought if and when it is necessary.

Very truly yours,

=

7 Jeffpéy W. Moryan

JWM/JPM:dmb
Enclosure
cc: Honorable Alvin K. Hellerstein (w/ encl.)

Beth E. Goldman, Esquire (w/ encl.)

Sarah S. Normand, Esquire (w/ encl.)

Desmond T. Barry, Esquire (w/ encl.)

Marc Moller, Esquire (w/ encl.)

Robert Clifford, Esquire (w/ encl.)

Richard Williamson, Esquire (w/ encl.)
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Final Order on Requests for ldentification of Sensitive Security Information
in Documents Submitted as Part of the Second Wave of Discovery
in In Re September 11 Litigation, 21 97 (S.D.NY.

I Requests for Identification of Scusitive Security Information (SSI)
in Submitted Documents

In connection with Jn Re September 11 Litigation, 21 MC 97 (8.D.N.Y.). United Airlincs,
American Airlines, Globe Aviation Services Corporation. Argenbright Security, and Huntleigh
U'SA Corporation (collectively “Defendant Submitiors™) submitted to the Transportation Security
Administration ("TSA™) documents believed to be responsive 1o discovery requests in the above-
captioned litigation and to contain SSI. Coliectively, the Defendant Submittors scnt more than
20,000 pages of documents (hereinafler “submitted documents™) to TSA for review and final SS!
determination. as discussed herein.!

I Delegation of Authority to Make Final SS!1 Determinations

The authority to identify information pertaining to transportation security as SS1 is
delegated to the Director of the SSI Office, pursuant to a delegation order signed by then Acting
Deputy Administrator, Kenneth Kasprisin, on April 29, 2005, This delegation order is in eftect
as of the date of this Final Order and has not been amended.

HI. Review Process '

Pursuant 10 49 U.S.C. § 114(s) and 49 C.F.R. Part 1520, SSI cannot be disclosed to
persons who lack the need to know defined therein. TSA's sccurity experts carefully reviewed
cach: of the more than 20,000 pages of submitted documents for the purpose of identifying SSI
therein and redacting the documents to delete SSI where possible. To minimize the impact of the
nondisclosure of SSI on the litigation, TSA’s review withheld the minimum SSI material
necessary 1o prolect transportation security.

 TSA has not yet completed its review of two categories of materials submitted as part of the
Second Wave: a number of videotapes submitted by several of the Defendant Submittors and a set of
documents (GLB-A-000003467-000003477) submitted for review by Detendant Globe on February 10,
2006. Neither the videotapes nor the additional Globe documents are the subject of this Order,

1



To that end, agency security and SSI experts performed multiple reviews of cach
document. Fach page was subjected to a line-by-linc review for 881, which review included
consultation with subject-matter experts, and reference to past precedents and open-source
(media and other public) information. For example, in order to ensure consisiency in SSI
decision-making, and to ensure that no sensitive security information is inadveniently releascd.
TSA compared each document 10 the database it maintains of all documents that have been
reviewed previously for public release. In addition, where information contained in the
documents implicated programs and policies not within TSA's jurisdiction, TSA consulted with
the governmental agency that possesses the relevant knowledge and expertise.

TSA also paid particular attention to identifying any older information that no longer
needed 1o be protected, and TSA has authorized the disclosure of all such in formation. TSA's
review of the information contained in the submitted documents revealed that whilc some aspects
of the security programs in effect as of September 11, 2001, have been superceded by new
measures. significant elements of the programs remain in effect, or have been modified only
subtly, and thus relcase today of information pertaining to those programs could compromise
transportation security. TSA engages in a constant process of updating its security
countermeasures to respond to the most recent intelligence pertaining to terrorist and safety
threats, frequently sending updated information and instructions to airlines and other entities
charged with implementing the government’s aviation security requirements. Thus, while a
panicular document may have been supcrseded by a new version, information contained mn the
original document may continue to be used. For this reason, the date of a particular
communication or directive reveals little about the sensitivity of the information therem.

TSA’s SS1 determinations also are based on the knowledge that the disclosure of even
small picces of scemingly innocuous information could be used by terrorists to construct a
mosaic that can be analyzed and synthesized to reveal existing security measures and
vulnerabilities. As provided in 49 C.F.R. Part 1520. only if a security countermeusure is
ohsoleie. in that it will not be revived and therefore reveals nothing about current or future
seeurily countermeasures, or if security intelligence is overtaken by events. will information lose
its SSI protection and be released publicly.

Iv. Final SSI Determinations

TSA has completed its review of each document submitied by the Defendant Submattors.
has identified SSI contained therein. if any, and has created redacted versions of the documents,
where possible. The agency returned each submitted document to the appropriate Defendant
Submittor, together with authorization to release the document in full, or as redacted. or with
instructions to withhold the document in full. The SSI Program Office has reviewed cach
submitted document, and 1 have determined that the withheld information is SSI. pursuant to 49
U.S.C. § 114(s) and 49 C.F.R. Part 1520.

Attached are five indices - one for each Dcfendant Submittor ~ that list the documents

"~



TSA reviewed and provide legal authority for the SSI designations.
V. Final Order

This Order is issued under 49 U.S.C. § 114(s) and is final. Pursuant 1049 L.5.C. §
46110, any person disclosing a substantial interest in this Order may, within 60 days of its
issuance, apply for review by filing a petition for review in an appropriate LS. Court of Appeals.

Date: M ”', ZOB{ /SL

Andrew Colsky
Director, SS] Office
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Determination Regarding Redacted Security Directives
for Use in United States v. Moussaoui, 1:01-cr-0045S (E.D.Va.)

In connection with United States v. Moussaoui, 1:01-¢r-00455 (E.D. Va.), the United
States Attorney for the Eastern District of Virginia and attorneys for Zacarias Moussaoui have
requested authorization to use centain information contained within nine Security Directives in
the public trial proceeding (hereinafter “Joint Request™). The specific Security Directives are as
follows: SD-93-01, SD-95-02, SD-95-02H, SD-95-03C, SD-95-03D, SD-95-10, SD-108-98-04,
SD-108-00-03B, and SD-108-01-01B.

Pursuant to 49 U.S.C. § 114(s) and 49 C.F.R. § 1520.5(b)(2), Security Directives
constitute Sensitive Security Information (SSI), unless otherwise provided in writing by the
Transportation Security Administration (TSA). Security Directives are one of the primary means
by which the federal government mandates aviation security measures: when TSA determines
that additional security measures are necessary to respond to a threat assessment or 1o a specific
threat against civil aviation, it issues a Security Directive setting forth mandatory measures 1o be
followed by airport and aircraft operators. See 49 U.S.C, §§ 1542.303, 1544.305. The criticality
of these documents warrants their categorical designation as SSI.

The compelling interests at stake in United Strates v. Moussaoui, which include both the
federal government’s interest in combating and prosecuting terrorism and the protection of the
defendant’s constitutional rights, warrant a narrow exception to the categorical designation of
Security Directives as SSI. Accordingly, TSA has redacted the nine Security Directives for use
in the public trial proceeding. In the unusual circumstances presented, I determine that the
release of such a limited amount of information will not be detrimental to transportation security.

Pursuant t0 49 C.F.R. § 1520.5(b), upon consideration of the Joim Request, and in the
interest of public safety or in furtherance of transportation security, 1 authorize the use of the nine
Security Directives, as redacted, in the public trial proceeding.

Date: 3_[22/&4 | /S/ ——— .

Robert Jamison
Deputy Administrator
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Addendum to Determination Regarding Redacted Security Directives
for Use in United States v. Moussaoui, 1:01-cr-00455 (E.D.Va.)

1 execute this clarification of the Determination Regarding Redacted Security Directives
that I signed on March 22, 2006 (“Determination”™) in order to correct a typographical error. The
specific Security Directives that are the subject of the Determination are as follows: SD-95-01,
SD-95-01D, SD-95-02B, SD-95-02H, SD-95-03C, SD-95-03D, SD-108-98-04 SD-108-00-03B,
and SD-108-01-01B.

Date: 3[% _ / 6{
R Robert Janiison
Deputy Administrator



